Keystone OS-KSADM-admin Dj

AP v2.0 (Aug 29, 2011)

oooooooooooooooooo


http://docs.openstack.org
http://docs.openstack.org

DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - [

Keystone OS-KSADM-admin Aug 29, 2011 APl v2.0
Developer Guide

Keystone OS-KSADM-admin Developer Guide

API v2.0 (2011-08-29)
Copyright © 2010, 2011 OpenStack All rights reserved.

This document includes details on various operations supported by the OS-KSADM-admin extensions on
top of core keystone operations.

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance with the License. You
may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License for the specific language governing
permissions and limitations under the License.



http://www.apache.org/licenses/LICENSE-2.0

DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - [

Keystone OS-KSADM-admin Aug 29, 2011 APIv2.0
Developer Guide

Table of Contents

1. Identity SErvice CONCEPTS ...uiiiiiiiieiiiiee et e e e e e e e e e e e e eeaaa e e eeas 1
2. APL OPEIATIONS ...eeeiiieiiieie e e ettt e e et e e e et e e e e e e e e e e e e e e e e eeeenn e e e e e e eereennn e eaaas 3
2.1. OS-KSADM Admin Extension API (Service Developer Operations) ..........c.....uu..... 4
2.1.71. USEIr OPEratioNS .....cceiieieeiiiiiae e e e e e eeeei e e e e e e e e e e e e e e e e eeenna e e e aaeeeeenns 5

2.1.2. Tenant OPeratioNns .........coeeiuiuuiiiiieee et e e e et e e e e e e eeeea e e aeeeees 15

2.1.3. ROIE OPEratioNs ....cccoeeiee e 22

2.1.4. Service OPEratioNS .......coieiiuuuiiiie e ee et e e e e e e e e e e e et e e e eeeee 25

iii



DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - [

Keystone OS-KSADM-admin Aug 29, 2011 APl v2.0
Developer Guide

List of Tables

2.1, AULhentication HEAAEN .......ceuieiiiii e e e e e e e raneranas 4
D - 1 = 10 4 1L (L TN 6
B T =1 = 1 4 1= (<] - 7
D T = 10 4 1L (L TN 8
B T =1 = 1 4 1= (<] 8
DA T o= T = 10 4 L (L TN 9
B B -1 - 1 4 1= <] N 10
B T o= 1= 10 411 (L TN 11
B T =1 = 1 4 1= (<] N 12
B L O T o T = o g Y= T S 12
B I B == 1 7= 1 L SN 13
B I o T - o Y=Y (] P 13
B 1 TR == 1 =1 ¢ 1 L SN 14
B B o T = o g Y= ] 15
B LT o= 1 =1 ¢ 1< L SN 15
B T o= T = o g Y= (] 3 17
B R - 1 =1 ¢ 1< L SN 18
B S T o T = o g V= ] P 18
B L T = 1 =1 ¢ 1 L SN 19
B O T o T = o g Y= =] S 21
D R - 1 =1 ¢ 1< L SN 22
B o 1 - o Y=Y (=] 3P 23
D T - | =1 0 £ 1< L SN 24
D B o T =Y o Y=Y (=] 3 25
B T o= | =1 0 £ 1< L SN 26
B ST o= 1= o V=Y (=] 3 27
D R - | =1 0 4 1< L SN 28
B T o 1 =Y o 1=y (] 3P 29
iv



DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - [

Keystone OS-KSADM-admin Aug 29, 2011 APl v2.0
Developer Guide

List of Examples

2.1, User Creation REQUEST ....oouuuuiiiieieeeeeeiieae e e e ettt ee e e e e e e e e e et e e e e e e e eeeaesaaa e e e e eeeeeeennnann 6
2.2. USer Creation RESPONSE ......ciiiieiiiieiinaeeeeeeeettis s e e e e e eeeeas s e e e e e eeeessn e e s aeeeeennnnan e eas 6
2.3, User Updation REQUEST ........uiiiiieieeiiiiie ettt e e e e et e e e e e e e eeennaaas 7
2.4, User Updation RESPONSE .........uuuuuumumuiuiuiiiniiiiiaieie i ssesssennnea 7
2.5. List Roles fOr USEr RESPONSE .....cceuuuuiieiiiiiiiiiiiie e ee et e e e e e e e e e e as 9
2.6. List Roles fOr USer RESPONSE ... 1
2.7. Tenant Creation REQUEST ........u it e e ettt e e e e e e eeeataa e e e aeeeeeees 16
2.8. Tenant Creation RESPONSE .......cciiiiiiiiiiiiaa e eeeeeeetia e e e e e e e eeee e e e e eeeeesssnnaaeaaaaeenes 16
2.9. Tenant Update REQUEST .....oeuuuuiiiiieie ettt e et e e e e e e e e e e e e e e eeenes 17
2.10. Tenant Update RESPONSE ......ccooiiiiiiiiiii e 17
2.11. List Roles for Tenant RESPONSE .....ccoeeiiiiiiiiiieiieee et e e e e e e e 19
2.12. List Users for Tenant RESPONSE .....c.coeiiiiiiiiiiiiiiiiiiiiiiiieiieieeeeeeeeeee et et eeeeeeeeeeeeeeeeeeeeeas 20
2.13. List Users with a specific role for a Tenant ReSPONSe .........ccoevveeiiiiniiiiiiniiieeeiinn. 21
2.14. List ROIES RESPONSE ... 22
2.15. Add @ ROIE REQUEST ...ttt e et e e e e e e e e e e as 23
2.16. Add a ROIE RESPONSE ... 24
B A 1= = T o [ PP 24
2.18. LiSt SErvices RESPONSE ...cceuuuuiieiieiiiiiiiia e e e e e e eeeet e e e e e e e eeeea e e e e e e e eeennn e e e aeeeeennnnan 26
2.19. Add a SErviCe REQUEST .....ceiiiiiiei ettt e e e e e e e e et s e e e e e e eeeneeaa e e e eaeeeees 27
2.20. Add @ SEIVICE RESPONSE ....eeeeiiiiieiiiitieieeetaeeetateaeteaeteeeeeeeaeesaseseeesasesssnssessnsssnsnsnsnnnees 27
2.21. GEt @ SEIVICE RESPONSE ...uuuiiiieeeeiiiiiiiie et e e et eeette e e e e e e e e e eetaa e e e e e e e e e eeennaaaeeeeeeeeeeennan 28
v



DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - [

Keystone OS-KSADM-admin

Developer Guide

Aug 29, 2011 APIv2.0

1. Identity Service Concepts

The Keystone Identity Service has several key concepts which are important to understand:

User

Credentials

Authentication

Token

Tenant

Service

A digital representation of a person, system, or service who uses
OpenStack cloud services. Keystone authentication services will
validate that incoming request are being made by the user who claims
to be making the call. Users have a login and may be assigned tokens
to access resources. Users may be directly assigned to a particular
tenant and behave as if they are contained in that tenant.

Data that belongs to, is owned by, and generally only known by a
user that the user can present to prove they are who they are (since
nobody else should know that data).

Examples are:

¢ a matching username and password

* a matching username and API key

* yourself and a driver's license with a picture of you

* a token that was issued to you that nobody else knows of

In the context of Keystone, authentication is the act of confirming
the identity of a user or the truth of a claim. Keystone will confirm
that incoming request are being made by the user who claims to be
making the call by validating a set of claims that the user is making.
These claims are initially in the form of a set of credentials (username
& password, or username and API key). After initial confirmation,
Keystone will issue the user a token which the user can then provide
to demonstrate that their identity has been authenticated when
making subsequent requests.

A token is an arbitrary bit of text that is used to access resources.
Each token has a scope which describes which resources are accessible
with it. A token may be revoked at anytime and is valid for a finite
duration.

While Keystone supports token-based authentication in this release,
the intention is for it to support additional protocols in the future.
The intent is for it to be an integration service foremost, and not a
aspire to be a full-fledged identity store and management solution.

A container used to group or isolate resources and/or identity objects.
Depending on the service operator, a tenant may map to a customer,
account, organization, or project.

An OpenStack service, such as Compute (Nova), Object Storage
(Swift), or Image Service (Glance). A service provides one or more
endpoints through which users can access resources and perform
(presumably useful) operations.
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Endpoint

Role

An network-accessible address, usually described by URL, where a
service may be accessed. If using an extension for templates, you can
create an endpoint template, which represents the templates of all
the consumable services that are available across the regions.

A personality that a user assumes when performing a specific set
of operations. A role includes a set of right and privileges. A user
assuming that role inherits those rights and privileges.

In Keystone, a token that is issued to a user includes the list of roles
that user can assume. Services that are being called by that user
determine how they interpret the set of roles a user has and which
operations or resources each roles grants access to.
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2. APl Operations
Verb URI Description
User Operations
POST lusers Adds a user.
POST / user s/ {user | d} Update a user.
DELETE /users/{userld} Delete a user.
GET /users/ {userld}/ OS- KSADM r ol es? List roles for a user.
servi celd=string
PUT lusers/{userld}/ OS- KSADM r ol es/ Adds a specific role to a user.
{rol el d}
GET / user s/ {user | d}/ OS- KSADM r ol es/ Get information about a role that belongs to a user.
{rol el d}
DELETE /users/{userl|d}/ OS- KSADM r ol es/ Deletes a specific role from a user.
{roleld}
POST /users/ {user|d}/ OS- KSADM Adds a credential to a user.
credentials
GET lusers/ {userld}/ OS- KSADM List credentials.
credentials
GET / user s/ {user | d}/ OS- KSADM List credentials by type.
credential s/{credenti al -type}
POST [ user s/ {user| d}/ OS- KSADM Update credentials.
credential s/{credential -type-and-
i d}
POST /users/ {user|d}/ OS- KSADM Delete credentials.
credential s/{credential -type-and-
i d}
GET lusers/ {userl d}/ OS- KSADM Get user credentials.
credential s/ {credenti al -type-and-
i d}
Tenant Operations
POST /tenants Creates a tenant.
POST /tenant s/ {tenant | d} Updates a tenant.
DELETE /tenant s/ {tenant| d} Deletes a tenant.
GET /tenants/{tenant|d}/ OS- KSADM r ol es |Lists all the roles for a tenant.
?mar ker =string& i mt=int
GET /tenants/{tenant|d}/ OS- KSADM user s |Lists all the users for a tenant.
?marker=string& imt-=int
GET /tenant s/ {tenant | d}/ OS- KSADM user s | Lists all the users with a specific role for a tenant.
?rol el d=stri ng&mar ker =stri ng&
limt=int
Role Operations
GET | OS- KSADM r ol es?servi cel d=string& |[Listroles.
mar ker=string& i mt=int
PUT / OS- KSADM r ol es Add a Role.
GET |/ OS- KSADM r ol es/ {rol el d} Get arole.
DELETE |/ OS- KSADM r ol es/ {rol el d} Delete a role.
Service Operations
GET / OS- KSADM ser vi ces? List services.
servi cel d=stri ng&marker=stri ng&
limt=int




DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - [

Keystone OS-KSADM-admin Aug 29, 2011 APl v2.0
Developer Guide
Verb URI Description
PUT | OS- KSADM ser vi ces Add a service.
GET | OS- KSADM ser vi ces/ {servi cel d} Get a service.
DELETE | OS- KSADM ser vi ces/ {servi cel d} Delete a service.

2.1. OS-KSADM Admin Extension API (Service
Developer Operations)

Extension operations.

Table 2.1. Authentication Header

Header Type Name Value
HTTP/1.1 Request X-Auth-Token txfaB8426a08eaf

The following calls are core for the Keystone Admin 2.0 APl OS-KSADM Extension:

Verb ‘ URI ‘ Description
User Operations

POST [ users Adds a user.

POST /users/ {userld} Update a user.

DELETE /users/ {userld} Delete a user.

GET /user s/ {user|d}/ OS-KSADM r ol es? List roles for a user.
servi celd=string

PUT /users/ {user | d}/ OS- KSADM r ol es/ Adds a specific role to a user.
{roleld}

GET /users/{userld}/ OS-KSADM r ol es/ Get information about a role that belongs to a user.
{rol el d}

DELETE /users/{userld}/ OS-KSADM r ol es/ Deletes a specific role from a user.
{roleld}

POST / user s/ {user | d}/ OS- KSADM Adds a credential to a user.
credentials

GET /users/{userl d}/ OS- KSADM List credentials.
credentials

GET /users/ {userl d}/ OS- KSADM List credentials by type.
credential s/{credential -type}

POST /users/ {user|d}/ OS- KSADM Update credentials.
credential s/ {credenti al -type-and-
i d}

POST [ user s/ {user | d}/ OS- KSADM Delete credentials.
credential s/ {credenti al -type-and-
i d}

GET /users/{userl d}/ OS- KSADM Get user credentials.
credential s/{credential -type-and-
i d}

Tenant Operations

POST /tenants Creates a tenant.

POST /tenants/{tenant!|d} Updates a tenant.

DELETE /tenants/{tenant!d} Deletes a tenant.

4
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Verb URI Description
GET /tenant s/ {tenant| d}/ OS- KSADM r ol es | Lists all the roles for a tenant.
?mar ker =string& i mt=int
GET /tenants/{tenant|d}/ OS- KSADM user s |Lists all the users for a tenant.
?mar ker=string& imt=int
GET /tenants/{tenant|d}/ OS- KSADM user s |Lists all the users with a specific role for a tenant.
?rol el d=stri ng&mar ker =string&
limt=int
Role Operations
GET / OS- KSADM r ol es?servi cel d=string& |Listroles.
mar ker=string& imt=int
PUT / OS- KSADM r ol es Add a Role.
GET / OS- KSADM rol es/{rol el d} Get a role.
DELETE / OS- KSADM r ol es/ {rol el d} Delete a role.
Service Operations
GET / OS- KSADM ser vi ces? List services.
servi cel d=stri ng&mar ker =stri ng&
limt=int
PUT / OS- KSADM ser vi ces Add a service.
GET | OS- KSADM ser vi ces/ {servi cel d} Get a service.
DELETE | OS- KSADM ser vi ces/ {servi cel d} Delete a service.

2.1.1. User Operations

Verb

URI

Description

POST

/ users

Adds a user.

POST

/users/ {userld}

Update a user.

DELETE

[ users/ {userl d}

Delete a user.

GET

/users/ {userld}/ OS- KSADM r ol es?
servi celd=string

List roles for a user.

PUT

/users/{userld}/ OS-KSADM r ol es/
{roleld}

Adds a specific role to a user.

GET

/users/{userld}/ OS- KSADM r ol es/
{roleld}

Get information about a role that belongs to a user.

DELETE

/user s/ {user | d}/ OS- KSADM r ol es/
{roleld}

Deletes a specific role from a user.

POST

/users/ {userl d}/ OS- KSADM
credentials

Adds a credential to a user.

GET

/users/ {user|d}/ OS- KSADM
credential s

List credentials.

GET

/users/ {user | d}/ OS- KSADM
credential s/{credential -type}

List credentials by type.

POST

[ user s/ {user | d}/ OS- KSADM
credential s/{credential -type-and-
i d}

Update credentials.

POST

/users/ {userl d}/ OS- KSADM
credential s/{credential -type-and-
i d}

Delete credentials.

GET

/users/ {user|d}/ OS- KSADM
credential s/ {credenti al -type- and-
i d}

Get user credentials.




DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - [

Keystone OS-KSADM-admin
Developer Guide

Aug 29, 2011

APIv2.0

2.1.1.1. Add user

Verb

URI Description

POST | users

Adds a user.

Adds a user.

Table 2.2. Parameters

Name ‘ Style

‘ Description

Request parameters

X- Aut h- | header
Token

You need a valid admin token for access.

String. Required.

Normal Response Code(s)

* user (201)

Error Response Code(s)

* identityFault

* badRequest(400)

* unauthorized(401)

* forbidden(403)

* badMethod(405)

* overLimit(413)

* serviceUnavailable(503)
* itemNotFound(404)

* badMediaType(415)

Example 2.1. User Creation Request

<?xm version="1.0" encodi ng="UTF- 8" ?>

<user xm ns="http://docs. openstack.org/identity/api/v2. 0"
enabl ed="true" enuil ="j ohn. snmi t h@xanpl e. or g"
user name="j qsm th"/>

{
"user": {
"usernane": "jqsnmith",
"emai | ": "john.smth@xanpl e.org",
"enabl ed": true
}
}

Example 2.2. User Creation Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<user xm ns="http://docs. openstack.org/identity/api/v2. 0"
enabl ed="true" enuil ="j ohn. smi t h@xanpl e. or g"
user name="j qsm t h" id="ul000"/>

{
"user": {
"id": "ul000",
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"username":
"emai |l ":

"enabl ed": true

}
}

2.1.1.2. Update user

"jgsmth",
"j ohn.sm t h@xanpl e. org",

Verb URI Description
POST /users/ {userld} Update a user.
Update a user.
Table 2.3. Parameters

Name ‘ Style Description

Request parameters
X- Aut h- | header You need a valid admin token for access.
Token
String. Required.

Normal Response Code(s)

e user (200)

Error Response Code(s)

* identityFault

* badRequest(400)
* unauthorized(401)
* forbidden(403)

* badMethod(405)
* overLimit(413)

* serviceUnavailable(503)

* badMediaType(415)
* itemNotFound(404)

Example 2.3. User Updation Request

<?xm version="1.0" encodi ng="UTF- 8" ?>

<user xm ns="http://docs. openstack.org/identity/api/v2.0"
enabl ed="true" enuil ="j ohn. sm t h@xanpl e. or g"
user name="j qsm t h" id="ul000"/>

{
"user": {
"id": "ul000",
"usernane": "jqsnmith",
"email ":
"enabl ed": true
}
}

"j ohn.sni th@xanpl e. org",

Example 2.4. User Updation Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
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2.1.1.3.

2.1.1.4.

<user xm ns="http://docs. openstack.org/identity/api/v2.0"
enabl ed="true" email ="j ohn. sm t h@xanpl e. or g"
user name="j qsm t h" i d="ul000"/>

{
"user": {
"id": "ul000",
"usernane": "jgsmth",
"emai | ": "john.sm th@xanpl e.org",
"enabl ed": true
}
}
Delete user
Verb URI Description
DELETE /users/ {userld} Delete a user.

Delete a user.

Table 2.4. Parameters

Name ‘ Style Description

Request parameters

X- Aut h-  |header You need a valid admin token for access.

Token
String. Required.

Normal Response Code(s)
* (204)
Error Response Code(s)

* identityFault

¢ badRequest(400)

* unauthorized(401)
 forbidden(403)

* badMethod(405)

e overlLimit(413)

* serviceUnavailable(503)
¢ itemNotFound(404)

List Roles
Verb URI Description
GET /users/ {userld}/ OS- KSADM r ol es? List roles for a user.

servi celd=string

List roles for a user.

Table 2.5. Parameters

Name ‘ Style Description

Request parameters
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X- Aut h- | header You need a valid admin token for access.
Token

String. Required.

servi cel gquery String. Optional.

Normal Response Code(s)

e roles (200 203)

Error Response Code(s)

* identityFault

* badRequest(400)

* unauthorized(401)

* forbidden(403)

* badMethod(405)

e overLimit(413)

¢ serviceUnavailable(503)
e itemNotFound(404)

Example 2.5. List Roles for User Response
<?xm version="1.0" encodi ng="UTF- 8" ?>
<rol es xm ns="http://docs. openstack.org/identity/api/v2.0">

<rol e i d="Adni n" description="All Access" />
<rol e id="Cuest" description="Guest Access" />

</rol es>
{
"rol es": {
"val ues": [{
"id":"conpute: adm n"
}
1
"links":[]
}
}

2.1.1.5. Add roles to a user.

Verb URI Description

PUT /users/{userl|d}/ OS- KSADM r ol es/ Adds a specific role to a user.
{roleld}

Adds a specific role to a user.

Table 2.6. Parameters

Name ‘ Style Description

Request parameters

X- Aut h-  |header You need a valid admin token for access.
Token

String. Required.
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2.1.1.6.

Name

Style

Description

roleld

template

Int. Optional.

Normal Response Code(s)

+ (200)

Error Response Code(s)

* identityFault
¢ badRequest(400)

¢ unauthorized(401)

¢ forbidden(403)
* badMethod(405)
» overLimit(413)

« serviceUnavailable(503)
¢ badMediaType(415)
¢ itemNotFound(404)

Get us

er Role

Verb

URI

Description

GET

/users/ {userld}/ OS- KSADM rol es/

{rol el d}

Get information about a role that belongs to a user.

Get information about a role that belongs to a user.

Table 2.7. Parameters

Name ‘ Style ‘ Description
Request parameters
X- Aut h- | header You need a valid admin token for access.
Token
String. Required.
roleld |template Int. Optional.

Normal Response Code(s)

« role (200 203)

Error Response Code(s)

* identityFault
* badRequest(400)

* unauthorized(401)

* forbidden(403)
* badMethod(405)
e overlLimit(413)

* serviceUnavailable(503)
* badMediaType(415)
¢ itemNotFound(404)

10
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2.1.1.7.

2.1.1.8.

Example 2.6. List Roles for User Response
<?xm version="1.0" encodi ng="UTF- 8" ?>
<role xm ns="http://docs. openstack.org/identity/api/v2.0"

i d="Admi n"
description="A| Access" />

{
"role": {
Ili dll: " GJeSt Il,
"description": "Quest Access"
}
}
Delete roles on user.
Verb URI Description
DELETE /users/{userld}/ OS- KSADM r ol es/ Deletes a specific role from a user.
{roleld}

Deletes a specific role from a user.

Table 2.8. Parameters

Name ‘ Style ‘ Description

Request parameters

X- Aut h- | header You need a valid admin token for access.
Token
String. Required.

roleld [template Int. Optional.

Normal Response Code(s)
¢ (204)
Error Response Code(s)

* identityFault

* badRequest(400)

* unauthorized(401)
 forbidden(403)

* badMethod(405)

e overLimit(413)

* serviceUnavailable(503)
¢ itemNotFound(404)

Add user Credential.
Verb URI Description
POST [ user s/ {user| d}/ OS- KSADM Adds a credential to a user.

credential s

Adds a credential to a user.

11




DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - [

Keystone OS-KSADM-admin
Developer Guide

Aug 29, 2011

APIv2.0

2.1.1.9.

Table 2.9. Parameters

Name ‘ Style Description
Request parameters
X- Aut h- | header You need a valid admin token for access.
Token

String. Required.

Normal Response Code(s)

¢ credentials (201)

Error Response Code(s)

* identityFault

* badRequest(400)
¢ unauthorized(401)
* forbidden(403)

¢ badMethod(405)
» overLimit(413)

¢ serviceUnavailable(503)
* badMediaType(415)
¢ itemNotFound(404)

List Credentials

Verb

URI Description

GET

/users/ {userl d}/ OS- KSADM List credentials.

credential s

List credentials.

Table 2.10. Parameters

Name ‘ Style Description
Request parameters
X- Aut h- |header You need a valid admin token for access.
Token

String. Required.

Normal Response Code(s)

* credentials-collection (200 203)

Error Response Code(s)

* identityFault

¢ badRequest(400)
¢ unauthorized(401)
¢ forbidden(403)

¢ badMethod(405)
e overlLimit(413)

« serviceUnavailable(503)
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¢ itemNotFound(404)

2.1.1.10. List Credentials by type

Verb URI

Description

GET [ user s/ {user | d}/ OS- KSADM List credentials by type.
credential s/{credential -type}

List credentials by type.

Table 2.11. Parameters

Name ‘ Style Description

Request parameters

X- Aut h- | header You need a valid admin token for access.

Token
String. Required.

Normal Response Code(s)

¢ credentials-collection (200 203)

Error Response Code(s)

¢ identityFault

¢ badRequest(400)

¢ unauthorized(401)

« forbidden(403)

¢ badMethod(405)

¢ overLimit(413)

« serviceUnavailable(503)
¢ itemNotFound(404)

2.1.1.11. Update user credential

Verb URI

Description

POST [ user s/ {user | d}/ OS- KSADM Update credentials.
credential s/{credential -type-and-
i d}

Update credentials.

Table 2.12. Parameters

Name ‘ Style Description

Request parameters

X- Aut h- | header You need a valid admin token for access.

Token
String. Required.

credent i atehypetand! d String. Optional.

Normal Response Code(s)

e credentials (200)
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Error Response Code(s)

* identityFault

¢ badRequest(400)

¢ unauthorized(401)
 forbidden(403)

* badMethod(405)

e overlLimit(413)

* serviceUnavailable(503)
* badMediaType(415)

¢ itemNotFound(404)

2.1.1.12. Update user credential

Verb URI Description
POST lusers/ {userl d}/ OS- KSADM Delete credentials.
credential s/ {credential -type-and-
i d}
Delete credentials.
Table 2.13. Parameters
Name ‘ Style ‘ Description
Request parameters
X- Aut h- | header You need a valid admin token for access.
Token
String. Required.
credent i atefypetndl d String. Optional.
Normal Response Code(s)
¢ credentials (200)
Error Response Code(s)
* identityFault
* badRequest(400)
¢ unauthorized(401)
* forbidden(403)
* badMethod(405)
¢ overLimit(413)
* serviceUnavailable(503)
¢ badMediaType(415)
¢ itemNotFound(404)
2.1.1.13. Get user Credentials
Verb URI Description
GET [ users/{userl d}/ OS- KSADM Get user credentials.
credential s/{credential -type-and-
id}
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Get user credentials.

Table 2.14. Parameters

Name ‘ Style ‘ Description
Request parameters
X- Aut h- | header You need a valid admin token for access.
Token
String. Required.
credent i atehypetand! d String. Optional.

Normal Response Code(s)

* credentials (200 203)

Error Response Code(s)

¢ identityFault

¢ badRequest(400)

* unauthorized(401)
 forbidden(403)

¢ badMethod(405)

e overLimit(413)

¢ serviceUnavailable(503)
¢ itemNotFound(404)

2.1.2. Tenant Operations

2.1.2.1.

Verb URI Description
POST /tenants Creates a tenant.
POST /tenant s/ {tenant| d} Updates a tenant.
DELETE /tenants/{tenant!d} Deletes a tenant.
GET /tenant s/ {t enant | d}/ OS- KSADM r ol es | Lists all the roles for a tenant.
?mar ker =string& imt-=int
GET /tenant s/ {tenant| d}/ OS- KSADM user s | Lists all the users for a tenant.
?mar ker =string& imt-=int
GET /tenant s/ {tenant | d}/ OS- KSADM user s | Lists all the users with a specific role for a tenant.
?rol el d=stri ng&mar ker =stri ng&
limt=int
Add Tenant
Verb URI Description
POST /tenants Creates a tenant.
This call creates a tenant.
Table 2.15. Parameters
Name ‘ Style Description

Request parameters
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Name Style Description
X- Aut h- | header You need a valid admin token for access.
Token
String. Required.

Normal Response Code(s)

* tenant (201)

Error Response Code(s)

* identityFault

* badRequest(400)

* unauthorized(401)

* forbidden(403)

* badMethod(405)

» overLimit(413)

* serviceUnavailable(503)
* badMediaType(415)

Example 2.7. Tenant Creation Request

<?xm version="1.0" encodi ng="UTF- 8" ?>
<tenant xm ns="http://docs. openstack. org/identity/api/v2.0"
enabl ed="true" name="ACME Corp" >
<descri ption>A description...</description>

</t enant >
{
"tenant": {
"nanme": "ACME corp",
"description": "A description ...",

"enabl ed": true

}
}

Example 2.8. Tenant Creation Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<tenant xm ns="http://docs. openstack. org/identity/api/v2.0"
enabl ed="true" id="1234" nanme="ACME Cor p">
<descri pti on>A description...</description>

</t enant >
{
"tenant": {
"id": "1234",
"nanme": "ACME corp",
"description": "A description ...",

"enabl ed": true

}
}

2.1.2.2. Update Tenant

Verb URI Description
POST /tenants/{tenant!|d} Updates a tenant.
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This call updates a tenant.

Table 2.16. Parameters

Name ‘ Style Description

Request parameters

X- Aut h-  |header You need a valid admin token for access.

Token
String. Required.

t enant | d|template String. Optional.

Normal Response Code(s)

* tenant (200)

Error Response Code(s)

* identityFault

* badRequest(400)

* unauthorized(401)

* forbidden(403)

* badMethod(405)

* overLimit(413)

* serviceUnavailable(503)
* itemNotFound(404)

* badMediaType(415)

Example 2.9. Tenant Update Request

<?xm version="1.0" encodi ng="UTF- 8" ?>
<tenant xm ns="http://docs. openstack. org/identity/api/v2.0"
enabl ed="true" id="1234" name="ACME Corp">
<descri pti on>A description...</description>

</t enant >
{
"tenant": {
"id": "1234",
"nane": "ACME corp"”,
"description": "A description ...",

"enabl ed": true

}
}

Example 2.10. Tenant Update Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<tenant xm ns="http://docs. openstack. org/identity/api/v2.0"
enabl ed="true" id="1234" name="ACME Cor p">
<descri pti on>A description...</description>

</t enant >
{
"tenant": {
"id": "1234",

"nanme": "ACME corp",
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"description": "A description ...",
"enabl ed": true

}
}

2.1.2.3. Delete a Tenant

Verb URI Description

DELETE /tenant s/ {tenant| d} Deletes a tenant.

This call deletes a tenant.

Table 2.17. Parameters

Name ‘ Style ‘ Description

Request parameters

X- Aut h- | header You need a valid admin token for access.
Token
String. Required.

t enant | d|template String. Optional.

Normal Response Code(s)
* (204)
Error Response Code(s)

* identityFault

¢ badRequest(400)

¢ unauthorized(401)
 forbidden(403)

¢ badMethod(405)

e overlLimit(413)

* serviceUnavailable(503)
¢ itemNotFound(404)

2.1.2.4. List roles for a Tenant.

Verb URI Description

GET /tenants/{tenant|d}/ OS- KSADM r ol es |Lists all the roles for a tenant.
?marker=string& imt=int

Lists all the roles for a tenant.

Table 2.18. Parameters

Name ‘ Style Description

Request parameters

X- Aut h- |header You need a valid admin token for access.
Token
String. Required.
mar ker query String. Optional.
18
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Name Style Description
limt query Int. Optional.
t enant | d|template String. Optional.

2.1.2.5.

Normal Response Code(s)

e roles (200 203)

Error Response Code(s)

* identityFault

* badRequest(400)

¢ unauthorized(401)

* forbidden(403)

* badMethod(405)

» overLimit(413)

¢ serviceUnavailable(503)
* itemNotFound(404)

Example 2.11. List Roles for Tenant Response
<?xm version="1.0" encodi ng="UTF- 8" ?>

<rol es xm ns="http://docs. openstack.org/identity/api/v2.0">
<rol e i d="Adni n" description="All Access" />
<rol e id="Cuest" description="Guest Access" />

</rol es>

{
"rol es": {
"val ues": [{
"id":"conpute: adm n"
}
1,
"links":[]
}
}
List users for a Tenant.
Verb URI Description
GET /tenant s/ {t enant | d}/ OS- KSADM user s |Lists all the users for a tenant.

?mar ker =string& imt-=int

Lists all the users for a tenant.

Table 2.19. Parameters

Name ‘ Style Description

Request parameters

X- Aut h- | header You need a valid admin token for access.
Token
String. Required.
mar ker query String. Optional.
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Name Style

Description

limt query Int. Optional.

t enant | d|template String. Optional.

Normal Response Code(s)

* users (200 203)

Error Response Code(s)

* identityFault

* badRequest(400)

* unauthorized(401)

» forbidden(403)

* badMethod(405)

» overLimit(413)

* serviceUnavailable(503)
* itemNotFound(404)

Example 2.12. List Users for Tenant Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<users xm ns="http://docs. openstack.org/identity/api/v2.0">
<user xm ns="http://docs. openstack.org/identity/api/v2.0"

enabl ed="true" enmil ="j ohn. sm t h@xanpl e. org"
user name="j qsm th" i d="ul000"/>

<user xm ns="http://docs. openstack.org/identity/api/v2.0"

enabl ed="true" enumil ="j ohn. sm t h@xanpl e. org"
user name="j qsm th" i d="ul1000"/>
</ users>
{
"users": {

"val ues": [

"id":
"user name":
"emai | ":
"enabl ed":
o o
"id":
"user name":
"emai | ":
"enabl ed":
}
Il
"links":[]
}

"ul000",
"jqsmth",

true

"ul001",
uj qsm t hu ,

true

}

2.1.2.6. List user with role for tenant.

"j ohn.sm t h@xanpl e. org",

"j ohn.sm t h@xanpl e. org",

Verb URI

Description

GET /tenants/{tenant|d}/ OS- KSADM users
?rol el d=stri ng&mar ker =string&
limt=int

Lists all the users with a specific role for a tenant.
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Lists all the users with a specific role for a tenant.

Table 2.20. Parameters

Name ‘ Style Description

Request parameters

X- Aut h- | header You need a valid admin token for access.
Token
String. Required.
roleld |query String. Required.
mar ker query String. Optional.
limt query Int. Optional.
t enant | d|template String. Optional.

Normal Response Code(s)

* users (200 203)

Error Response Code(s)

* identityFault

* badRequest(400)

* unauthorized(401)

* forbidden(403)

* badMethod(405)
 overLimit(413)

* serviceUnavailable(503)
 itemNotFound(404)

Example 2.13. List Users with a specific role for a Tenant Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<users xm ns="http://docs. openstack.org/identity/api/v2.0">
<user xm ns="http://docs. openstack.org/identity/api/v2.0"
enabl ed="true" enmil ="j ohn. sm t h@xanpl e. org"
user name="j qsm th" i d="ul000"/>
<user xm ns="http://docs. openstack.org/identity/api/v2.0"
enabl ed="true" enumil ="j ohn. sm t h@xanpl e. org"
user name="j qsm th" i d="ul1000"/>

</ user s>
{
"users": {
"val ues": [
{
"id": "ul000",
"usernanme": "jqsmth",
"emai |l ": "john.smth@xanple.org",
"enabl ed": true
boA
"id": "ul001",
"usernane": "jgsmth",
"emai |l ": "john.smth@xanpl e.org",
"enabl ed": true
}
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"links":[]
}
}

2.1.3. Role Operations

2.1.3.1.

Verb URI Description

GET | OS- KSADM r ol es?servi cel d=string& |[Listroles.
mar ker=string& imt=int

PUT / OS- KSADM r ol es Add a Role.
GET / OS- KSADM r ol es/ {rol el d} Get arole.
DELETE / OS- KSADM r ol es/ {rol el d} Delete a role.
List Roles

Verb URI Description
GET | OS- KSADM r ol es?servi cel d=string& |[Listroles.

mar ker=string& i mt=int

List roles.

Table 2.21. Parameters

Name ‘ Style Description

Request parameters

X- Aut h- | header You need a valid admin token for access.
Token
String. Required.
servi cel gdquery String. Optional.
mar ker query String. Optional.
limt query Int. Optional.

Normal Response Code(s)

« roles (200 203)

Error Response Code(s)

* identityFault

* badRequest(400)

¢ unauthorized(401)
 forbidden(403)

¢ badMethod(405)

e overlLimit(413)

* serviceUnavailable(503)
* itemNotFound(404)

Example 2.14. List Roles Response
<?xm version="1.0" encodi ng="UTF- 8" ?>

<rol es xm ns="http://docs. openstack.org/identity/api/v2.0">
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<rol e id="Adni n" description="All Access" />
<rol e id="Cuest" description="Guest Access" />

</rol es>
{
"roles": {
"val ues": [
i
}
1,
"links":[]
}
}

2.1.3.2. Add Role

{
d": " conput e: adm n"

Verb URI Description
PUT | OS- KSADM r ol es Add a Role.
Add a Role.
Table 2.22. Parameters

Name ‘ Style Description

Request parameters
X- Aut h- | header You need a valid admin token for access.
Token
String. Required.

Normal Response Code(s)

* role (201)

Error Response Code(s)

* identityFault

* badRequest(400)
* unauthorized(401)
* forbidden(403)

* badMethod(405)
» overLimit(413)

¢ serviceUnavailable(503)

¢ badMediaType(415)
¢ itemNotFound(404)

Example 2.15. Add a Role Request

<?xm version="1.0" encodi ng="UTF- 8" ?>

<rol e xm ns="http://docs. openstack.org/identity/api/v2. 0"
i d="Admi n"

description="AlIl

{

"role": {

Access" />
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"id": "Cuest",
"description": "Guest Access”

2.1.3.3.

}
}

Example 2.16. Add a Role Response
<?xm version="1.0" encodi ng="UTF- 8" ?>
<rol e xm ns="http://docs. openstack.org/identity/api/v2.0"

i d="Admi n"
description="Al| Access" />

{
"role": {
lli d": n G_jeSt Il,
"description": "Guest Access"
}
}
Get Role
Verb URI Description
GET / OS- KSADM rol es/{rol el d} Get a role.
Get a role.

Table 2.23. Parameters

Name ‘ Style Description

Request parameters

X- Aut h- | header You need a valid admin token for access.

Token
String. Required.

roleld |template String. Optional.

Normal Response Code(s)

* role (200 203)

Error Response Code(s)

* identityFault

¢ badRequest(400)

* unauthorized(401)

* forbidden(403)

* badMethod(405)

» overLimit(413)

* serviceUnavailable(503)
* badMediaType(415)

¢ itemNotFound(404)

Example 2.17. Get a role

<?xm version="1.0" encodi ng="UTF- 8" ?>
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<rol e xm ns="http://docs. openstack.org/identity/api/v2. 0"
i d="Adm n"
description="Al| Access" />

{
"role": {
"id": "Cuest",
"description": "Guest Access”
}
}

2.1.3.4. Delete Role

Verb URI Description
DELETE | OS- KSADM r ol es/ {rol el d} Delete a role.
Delete a role.
Table 2.24. Parameters

Name ‘ Style Description

Request parameters
X- Aut h- | header You need a valid admin token for access.
Token
String. Required.
roleld |template String. Optional.
Normal Response Code(s)
e (204)
Error Response Code(s)
* identityFault
* badRequest(400)
* unauthorized(401)
* forbidden(403)
* badMethod(405)
» overLimit(413)
* serviceUnavailable(503)
¢ itemNotFound(404)
2.1.4. Service Operations

Verb URI Description

GET | OS- KSADM ser vi ces? List services.
servi cel d=stri ng&marker=string&
limt=int

PUT / OS- KSADM ser vi ces Add a service.
GET | OS- KSADM ser vi ces/ {servi cel d} Get a service.
DELETE | OS- KSADM ser vi ces/ {servi cel d} Delete a service.
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2.1.4.1. List Services

Verb

URI Description

GET

| OS- KSADM ser vi ces? List services.

servi cel d=stri ng&marker =string&

limt=int

List services.

Table 2.25. Parameters

Name ‘ Style Description
Request parameters
X- Aut h- | header You need a valid admin token for access.
Token
String. Required.
servi cel gquery String. Optional.
mar ker query String. Optional.
limt query Int. Optional.

Normal Response Code(s)

* services (200 203)

Error Response Code(s)

* identityFault

* badRequest(400)
* unauthorized(401)
* forbidden(403)

* badMethod(405)
» overLimit(413)

* serviceUnavailable(503)
* itemNotFound(404)

Example 2.18. List services Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<servi ces xm ns="http://docs. openst ack.org/identity/api/ext/OS-KSADM v1. 0">

<servi ce id="Nova" type="conpute" description="Cpenstack Service" />

<service id="Gd ance" type="inage-service" description="0penstack Service" />
</ servi ces>

{

" OS- KSADM ser vi ces": {

"val ues"

H
{

[
"id":"nova",

"type":"conpute",
"description":"Conputers in the d oud"

" | du : " gl anceu ,
"type":"image-service",
"description":"Server |nmages"
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?.

in

}

]
ks":[1]

2.1.4.2. Add Service

Verb URI Description
PUT | OS- KSADM ser vi ces Add a service.
Add a service.
Table 2.26. Parameters

Name ‘ Style Description

Request parameters
X- Aut h- |header You need a valid admin token for access.
Token
String. Required.

Normal Response Code(s)

* service

(201)

Error Response Code(s)

* identityFault

* badRequest(400)

* unauthorized(401)

* forbidden(403)

* badMethod(405)

* overLimit(413)

* serviceUnavailable(503)
* badMediaType(415)

* itemNotFound(404)

Example 2.19. Add a service Request

<?xm version="1.0" encodi ng="UTF- 8" ?>

<servi ce xm ns="http://docs. openstack. org/identity/api/ext/OS-KSADM v1. 0" id=

"nova"

t ype="conput e" descri pti on="0OpenStack Conpute Service" />

{
" s

}

KSADM ser vi ce": {
Ili dll : " nOVa" ,
“type":"conpute”,

"description":"A description ..."

Example 2.20. Add a service Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

27



DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - [

Keystone OS-KSADM-admin

Developer Guide

Aug 29, 2011

APIv2.0

2.1.4.3.

<servi ce xm ns="http://docs. openst ack. org/identity/api/ext/OS-KSADM v1. 0" id=

"nova"

t ype="conput e"

descri ption="CpenSt ack Compute Service" />

{
" OS- KSADM servi ce": {
n i dll : " r]O\Iall ,
"type":"conpute",
"description":"A description ..."
}
}
Get Service
Verb URI Description
GET | OS- KSADM ser vi ces/ {servi cel d} Get a service.

Get a service.

Table 2.27. Parameters

Name ‘ Style Description
Request parameters
X- Aut h- | header You need a valid admin token for access.
Token
String. Required.
servi cel gtemplate Int. Optional.

Normal Response Code(s)

* service (200 203)

Error Response Code(s)

* identityFault

* badRequest(400)

* unauthorized(401)

* forbidden(403)

* badMethod(405)

* overLimit(413)

* serviceUnavailable(503)
* itemNotFound(404)

Example 2.21. Get a service Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<servi ce xm ns="http://docs. openstack. org/identity/api/ext/OS-KSADM v1.0" id=

"nova"

t ype="conput e" descri pti on="CpenStack Conpute Service" />

{

" OS- KSADM ser vi ce": {

n | du : " nOVa" ,

"type":"conpute",
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}

2.1.4.4. Add Service

"description":"A description ..."

Verb URI Description
DELETE / OS- KSADM ser vi ces/ {servi cel d} Delete a service.
Delete a service.
Table 2.28. Parameters

Name ‘ Style Description

Request parameters
X- Aut h- | header You need a valid admin token for access.
Token
String. Required.

servi cel gtemplate Int. Optional.

Normal Response Code(s)

. (204)

Error Response Code(s)

* identityFault

¢ badRequest(400)

¢ unauthorized(401)

« forbidden(403)

¢ badMethod(405)

¢ overLimit(413)

« serviceUnavailable(503)
¢ itemNotFound(404)
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