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Chapter 1Introdu
tion
1.1 What's new in Stealth V.1.47.2

• Sin
e the MD5 hash is no longer 
onsidered to be 
ryptographi
ally se
ure,stealth(1) should now use an alternative way to 
ompute hash-values. Inthis manual it is suggested to swit
h to SHA1 hash 
omputations.
• The �max-size option was implement to restri
t the maximum sizes of�les that are downloaded from 
lients. By default it is 10M.1.2 StealthWel
ome to stealth. The program stealth implements a �le integrity s
anner.The a
ronym stealth 
an be expanded toSSH-based Trust Enfor
ement A
quired througha Lo
ally Trusted Host.This expansion 
ontains the following key terms:
• SSH-based: The �le integrity s
an is (usually) performed over an ssh-
onne
tion. Usually the 
omputer being s
anned (
alled the 
lient) andthe 
omputer initiating the s
an (
alled the 
ontroller) are di�erent
omputers.
• The 
lient should a

ept in
oming ssh-
onne
tions from the initiating 
om-puter. The 
ontroller doesn't have to (and shouldn't, probably).
• Trust Enfor
ement: following the s
an, `trust' is enfor
ed in the 
lient,due to the integrity of its �les. 3



• Lo
ally Trusted Host: the 
lient apparently trusts the 
ontroller to usean ssh-
onne
tion to perform 
ommands on it. The 
lient therefore lo
allytrusts the 
ontroller. Hen
e, lo
ally trusted host.stealth is based on an idea by Hans Gankema and Kees Visser, both at theCenter for Information Te
hnology of the University of Groningen.stealth's main task is to perform �le integrity tests. However, the testing willleave no sediments on the tested 
omputer. Therefore, stealth has stealthy 
har-a
teristi
s. I 
onsider this an important se
urity improving feature of stealth.The 
ontroller itself only needs two kinds of outgoing servi
es: ssh(1) to rea
hits 
lients, and some mail transport agent (e.g., sendmail(1)) to forward itsoutgoing mail to some mail-hub.Here is what happens when stealth is run:
• First, a poli
y �le is read. This determines a
tions to be performed, andvalues of several variables used by stealth.
• If the 
ommand-line option �keep-alive or �repeat <se
onds> is given,stealth will run as a ba
kgrond pro
ess, displaying the pro
ess ID ofthe ba
kground pro
ess. With �repeat <se
onds> the s
an will be rerunevery <se
onds> se
onds. The number of se
onds until the next rerun willbe at least 60. However, using the �rerun option a ba
kground stealthpro
ess may always be goated into its next s
an. When �keep-alive isspe
i�ed the s
an will be performed just on
e, whereafter stealth will waituntil it is rea
tivated by another run of stealth, 
alled using the �rerun<pid> 
ommand-line option.
• Then, the 
ontroller opens a 
ommand shell on the 
lient using ssh(1),and a 
ommand shell on the 
ontroller itself using sh(1).
• Next, 
ommands de�ned in the poli
y �le are exe
uted in their orderof appearan
e. Examples are given below. Normally, return values ofthe programs are tested. Non-zero return values will terminate stealthprematurely.
• In most 
ases, integrity tests 
an be 
ontrolled by the �nd(1) program,
alling programs like ls(1), sha1sum(1) or its own -printf method toprodu
e �le-integrity related statisti
s. Most of these programs write �lenames at the end of generated lines. This 
hara
teristi
 is used by aninternal routine of stealth to dete
t 
hanges in the generated output,whi
h 
ould indi
ate some harmful intent, like an installed root-kit.
• When 
hanges are dete
ted, they are logged on a report �le, to whi
hinformation is always appended. stealth never redu
es or rewrites thereport �le. When information is added to the report �le the newly writteninformation is emailed to a 
on�gurable email address for further (human)pro
essing. Usually this will be the systems manager of the tested 
lient.stealth follows the `dark 
o
kpit' approa
h in that no mail is sent whenno 
hanges were dete
ted. 4



Alternatively, the 
ommand-line options �rerun and �terminate may be pro-vided to 
ommuni
ate with a stealth pro
ess started earlier using either the�keep-alive or �repeat option. In this 
ase,
• When started using the �terminate <pid> 
ommand-line option, thestealth pro
ess running at pro
ess-ID <pid> is terminated. Note thatno 
he
k is performed as to whether the pro
ess asso
iated with <pid> istruly a stealth pro
ess. It is the responsibility of the user to make surethat the pro
ess-ID of the intended pro
ess is spe
i�ed.
• When started using the �rerun <pid> 
ommand-line option, the stealthpro
ess running at pro
ess-ID <pid> will perform another s
an. Again,no 
he
k is performed as to whether the pro
ess asso
iated with <pid> istruly a stealth pro
ess. It is the responsibility of the user to make surethat the pro
ess-ID of the intended pro
ess is spe
i�ed.The options �suppress and �rerun (see se
tion 5.8) were implemented to allowsafe rotations of stealth's report �le.1.2.1 The integrity of the stealth distributionThe integrity of the ar
hive stealth-1.47.2.tar.gz 
an be veri�ed as follows:
• At the lo
ation where you found this ar
hive, you should also �nd a �lenamed stealth-1.47.2.ds
. This �le 
ontains a PGP signed sha1sum(1)signature of the tar.gz ar
hive. The PGP sigature was provided by meusing gpg(1) (pgp(1)).
• Compute the SHA1 
he
ksum of the stealth-1.47.2.tar.gz ar
hive.Its value should mat
h the SHA1 
he
ksum that is mentioned in thestealth-1.47.2.ds
 �le. If not, the stealth-1.47.2.tar.gz ar
hivehas been 
ompromised, and should not be used.
• In order to verify the validity of the ele
troni
 signature, do as follows:� Obtain my publi
 key from a publi
 PGP keyserver, e.g.http://pgp.surfnet.nl:11371/� Make sure you have the right key. Its �ngerprint is8E36 9FC4 1DAA FCDF 1A0D B19F DAC4 BE50 38C6 6170and it has been ele
troni
ally signed by, e.g., the University of Gronin-gen's PGP-
erti�
ate authority. If in doubt, 
onta
t me to verify youhave the right key. 5



� On
e you're su�
iently satis�ed that you indeed have obtained mypubli
 PGP key, verify the validity of the signature used for signingstealth-1.47.2.ds
. With gpg(1) this 
an be done by the 
om-mandgpg --verify stealth-1.47.2.ds
This should produ
e output 
omparable to:gpg: Signature made Mon Aug 1 10:57:41 2005 CEST using DSA key ID 38C66170gpg: Good signature from "Frank B. Brokken <f.b.brokken�rug.nl>"gpg: aka "Frank B. Brokken <f.b.brokken�r
.rug.nl>"

6



Chapter 2Installation
This 
hapter des
ribes stealth's 
ompilation and installation.2.1 Compiling and installing StealthAfter downloading the stealth ar
hive, it should be unpa
ked. The name ofthe ar
hive is of the form stealth-1.47.2.tar.gz, where 1.47.2 is a versionnumber. Below, 1.47.2 should be altered into the version of the ar
hive that isa
tually used.

• First, determine a dire
tory under whi
h the ar
hive's �le should be stored.E.g., if the �les in the ar
hive should be stored under /tmp, and the ar
hiveitself is stored in /tmp as well, do:
d /tmptar xzf stealth-1.47.2.tar.gzThis 
reates a subdire
tory stealth in whi
h the sour
es are found
• Next, 
hdir to that dire
tory:
hdir stealth
• Che
k the 
ontents of the �le make/parameters. It should need no mod-i�
ations. Among other entries, it 
ontains the entry GCC=g++, indi
atingthe 
ompiler to use. The 
ompiler should be the GNU g++ 
ompiler version4.0.2 or above. Also note -lbob
at in the entry7



LOPTS="-lbob
at -lstealth -L. -s"When 
ompiling stealth, the bob
at1 library must be available. If youhaven't installed bob
at yet, download it from http://sour
eforge.net/proje
ts/bob
at/,and follow its installation instru
tions. Make sure to install both the run-time (bob
at_...) and the development (bob
at-dev_...) versions.
• Exe
ute the 
ommandmake/programThis 
ommand (note that it is notmake program!) will 
reate the program./tmp/bin/stealth, whi
h may then be installed in, e.g., /usr/sbin.

1http://bob
at.sour
eforge.net/ 8



Chapter 3The `poli
y' �le
stealth reads a poli
y �le de�ning the a
tions that must be performed. Ea
hpoli
y �le is uniquely asso
iated with a host to be tested. There may be multiplepoli
y �les for a host, though. In that 
ase, ea
h poli
y �le will de�ne a 
ertainset of 
he
ks to be performed.Below, the term 
ontroller is used for the 
omputer where stealth is started,while the term 
lient is used for the 
omputer that is s
anned by stealth. The
ontroller and the 
lient 
ould be the same 
omputer, but normally they aredi�erent.The poli
y �le 
onsists of three sets of data: de�ne dire
tives (starting withthe keyword DEFINE), use dire
tives (starting with the keyword USE) and
ommands.Dire
tives are written in 
apitals, and should appear exa
tly as written below:letter 
asing is preserved.Blank lines and information beyond hash-marks (#) are ignored, while linesfollowing lines terminating in ba
kslashes (\) will be 
on
atenated (en passantremoving the ba
kslashes). Initial white spa
e on lines of the poli
y �le isignored.3.1 DEFINE dire
tivesDEFINE dire
tives 
an be used to de�ne symbols for longer strings. A DEFINEdire
tive is 
onstru
ted as follows:DEFINE name that what is defined by `name'Here, 9



• the name following DEFINE is the symbol that may be used in USE dire
tives(see below) and 
ommands (see below).
• DEFINE symbols 
an be used in other DEFINE symbols. However, it is theresponsibility of the author of the poli
y �le to make sure that (indire
t)
ir
ular de�nitions are avoided. E.g., after:DEFINE A ${B}DEFINE B ${A}DEFINE C ${C}USE MAILARGS ${A} ${B} ${C}MAILARGS will be expanded to${A} ${A} ${C}
• The text following DEFINE name is then inserted literally into the USEdire
tive or 
ommand.Example:DEFINE SSH /usr/bin/ssh frankbash�lo
alhost -qDEFINE EXECSHA1 -xdev -perm +111 -type f -exe
 /usr/bin/sha1sum {} \;The symbols de�ned by DEFINE dire
tives may 
onsist of letters, digitsand the unders
ore 
hara
ter (_). In the de�nition of the symbol any
hara
ter 
an be used. The de�nition is, however, trimmed of initial ortrailing blanks.To insert a de�nition into a USE dire
tive or 
ommand use the${name}form. E.g., ${EXECSHA1}. Con
rete examples will be given below.3.2 USE dire
tivesUSE dire
tives provide stealth with arguments whi
h may be 
onditional to a
ertain installation. The following USE dire
tives may be spe
i�ed:10



• USE BASE basedire
toryBASE de�nes the dire
tory from where stealth operates. All relativepath spe
i�
ations are interpreted relative to BASE. By default this isthe dire
tory where stealth was started.BASE and all other dire
tories that are used below BASE are 
reated bystealth if not yet existing.Example:USE BASE /root/
lientAll information generated by stealth is written in or below the dire
tory/root/
lient.
• USE DD <dd>The DD spe
i�
ation uses /bin/dd as default, and de�nes the lo
ationof the dd(1) program, both on the server and on the 
lient. The bin(1)program is used to 
opy �les between the 
lient and the 
ontroller withoutopening separate ssh-
onne
tions. The program spe
i�ed here is only usedby stealth for the PUT and GET 
ommands, des
ribed below.Example showing the default:USE DD /bin/dd
• USE DIFF path-to-diffThe DIFF spe
i�
ation uses /usr/bin/diff as default, and de�nes thelo
ation of the di�(1) program. The di�(1) program is used to 
omparea formerly 
reated log�le of an integrity 
he
k to a newly 
reated log�le.Example showing the default:USE DIFF /usr/bin/diff
• USE EMAIL addressThe EMAIL spe
i�
ation de�nes the email-address to e-mail the 
lient'sintegrity s
an report to. Mail is only sent when information has 
hanged.Example showing the default:USE EMAIL root
• USE MAILER mailerThe MAILER spe
i�
ation de�nes the program that is used to send themail to the EMAIL-address. By default this is /usr/bin/mail(1). TheMAILER program is 
alled as follows:11



MAILER MAILARGS EMAIL(MAILARGS: see below). The information to be mailed is read from MAILER'sstandard input stream.Example showing the default:USE MAILER /usr/bin/mail
• USE MAILARGS arguments The MAILARGS spe
i�
ation de�nesthe arguments to be to be passed to the MAILER program. By default thisis USE MAILARGS -s "STEALTH s
an report"Note that blanks may be used in the subje
t spe
i�
ation: use double orsingle quotes to de�ne elements 
ontaining blanks. Use \" to use a doublequote in a string that is itself delimited by double quotes, use \' to use asingle quote in a string that is itself delimited by single quotes.Subtle note: in a 
onstru
tion likeUSE MAILARGS " 't was brillig " and 't went wellthe following arguments are passed to MAILER:� " 't was brillig "� and� 't� went� wellSo, when single- and double-quoted strings overlap, the �rst string is takenas a string, and the information beyond the �rst string is thereupon in-terpreted.
• USE REPORT reportfileREPORT de�nes the name of the report�le. Information is always ap-pended to this �le. For ea
h run of stealth a time marker line is writtento the report �le. Su
h a marker line looks like this:STEALTH (1.11) started at Mon Jun 16 12:57:26 200312



Only when (in addition to the marker line) additional information wasappended to the report �le, the added 
ontents of the report �le are mailedto the mail address spe
i�ed in the USE EMAIL spe
i�
ation.Example showing the default:USE REPORT report
• USE ROTATE interval: number interval-name[,℄ [
ount: number℄[,℄[, zip: number [zip-program-path℄℄ROTATE de�nes the parameters stealth will use to rotate its report�le. This USE spe
i�
ation supports three elements, the �rst of whi
his obligatory when USE ROTATE is spe
i�ed. Note that the squarebra
kets are not used in the spe
i�
ation, and indi
ate optional elements,whi
h may or may not be spe
i�ed:� interval: number interval-name de�nes the time interval untilthe report �le is rotated. Rotation 
an be spe
i�ed using an inte-gral, positive number, followed by hour or hours for hours, day ordays for days, week or weeks for weeks and month or months formonths. By default no rotation takes pla
e. If rotation is requested,the 
urrent report �le is moved to the �le reportfile.1, while exist-ing numbered report�les are moved to higher ordered numbers �rst(so, before moving the 
urrent report�le to reportfile.1, an existingreportfile.1 is �rst moved to reportfile.2, et
.).� 
ount: number de�nes the number of report �les stealth will even-tually use. By default, if USE ROTATE is spe
i�ed, there is nopra
ti
al limit to the number of report �les stealth will 
reate (inthese 
ases, another program supposedly 
ontrols the number of re-port �les that will eventually be used). External programs may freelymanipulate all report �les that have been rotated by stealth, butthey should not modify the a
tive report �le (spe
i�ed using theUSE REPORT spe
i�
ation).� zip: number zip-program-path de�nes the �rst of the rotated�les that should be 
ompressed, using zip-program-path to 
om-press the report �les. By default, no 
ompression is used, but if zip:is spe
i�ed, the default program that will be used to 
ompress a re-port �le is /bin/gzip. If another program is used, it should expe
ta �lename as its �rst argument, whi
h will then be zipped to a new�le re
eiving the extension .gz, appended to the name that was pro-vided as its �rst argument. The original �le is removed during thezipping-pro
ess.Example showing a report interval of one week, using a total of 12report �les, 
ompressing all report �les but the a
tual report �le andits prede
essor (having �lename reportfile.1):USE ROTATE interval: 1 week, 
ount: 12, zip: 2 /bin/gzip13



• USE SH sh-spe
ifi
ationThe SH spe
i�
ation uses /bin/sh as default, and de�nes the 
ommandshell used by the 
ontroller to exe
ute lo
al 
ommands.Example showing the default:USE SH /bin/sh
• USE SSH ssh-spe
ifi
ationThe SSH spe
i�
ation has no default, and must be spe
i�ed. Assum-ing the 
lient trusts the 
ontroller (whi
h is, after all, what this program isall about; so this should not be a very strong assumption), preferably thepubli
 ssh-identity key of the 
ontroller should be pla
ed in the 
lient'sroot .ssh/authorized_keys �le, granting the 
ontroller root a

ess tothe 
lient. Root a

ess is normally needed to gain a

ess to all dire
toriesand �les of the 
lient's �le system.In pra
ti
e, 
onne
ting to a a

ount using the sh(1) shell is preferred.When another shell is already used by that a

ount, one should make surethat that shell doesn't setup its own redire
tions for standard input andstandard output. One way to a

omplish that is for for
e the exe
utionof /bin/sh in the USE SSH spe
i�
ation.An example of an SSH spe
i�
ation to s
an a lo
alhost is:USE SSH root�lo
alhost -T -q # root's shell is /bin/shThe same, now expli
itly using /bin/bash:USE SSH root�lo
alhost -T -q exe
 /bin/bash # root uses another shellAlternatively, �profile 
an be spe
i�ed to prevent any pro�le-initialization:USE SSH root�lo
alhost -T -q exe
 /bin/bash --noprofileNote, however, that using stealth to inspe
t lo
alhost is not re
ommended,as it 
ounters one of the main reasons for stealth's existen
e.As yet another alternative, appli
able only to lo
alhost, ssh 
ould be avoidedaltogether. In that 
ase /bin/bash or a 
omparable shell may be spe
i�ed withUSE SSH. For example:# For stealth inspe
ting lo
alhost:USE SSH /bin/bash --noprofile14



3.3 CommandsFollowing the USE spe
i�
ations, 
ommands 
an be spe
i�ed. The 
ommandsare exe
uted in their order of appearan
e in the poli
y �le. Pro
essing 
ontinuesuntil the last 
ommand has been pro
essed or until a tested 
ommand (seebelow) returns a non-zero return value.3.3.1 LABEL 
ommandsThe following LABEL 
ommands are available:
• LABEL textThis de�nes a text-label whi
h is written to the REPORT �le, just be-fore the output generated by the next CHECK-
ommand. If the nextCHECK-
ommand generates no output, the label is not written to theREPORT-�le. On
e a LABEL has been de�ned, it is used until it is re-de�ned by the next LABEL 
ommand. Use an empty LABEL 
ommandto suppress the printing of labels.The text may 
ontain \n 
hara
ters (two 
hara
ters) whi
h are trans-formed to a newline 
hara
ter.
• LABELAs noted, this 
lears a previously de�ned LABEL 
ommand.Examples:LABEL Inspe
ting files in /et
\nIn
luding subdire
toriesLABELThe se
ond LABEL 
ommand 
lears the �rst label.3.3.2 LOCAL 
ommandsLOCAL 
ommands 
an be used to spe
ify 
ommands that are exe
uted on the
ontroller itself. The following LOCAL 
ommands are available:
• LOCAL 
ommandExe
ute 
ommand on the 
ontroller, using the SH 
ommand shell. The
ommand must su

eed (i.e., must return a zero exit value). Example:LOCAL mkdir /tmp/
lient15



This 
ommand will 
reate the dire
tory /tmp/
lient on the 
ontroller.
• LOCAL NOTEST 
ommandExe
ute 
ommand on the 
ontroller, using the SH 
ommand shell. The
ommand may or may not su

eed. Example:LOCAL NOTEST mkdir /tmp/subdirThis 
ommand will 
reate /tmp/subdir on the 
ontroller. The 
ommandwill fail if the dire
tory 
annot be 
reated, but this will not terminatestealth.
• LOCAL CHECK [LOG =℄ logfile 
ommandExe
ute 
ommand on the 
ontroller, using the SH 
ommand shell. Thephrase `LOG =' is optional. If the 
ommand does not su

eed a warningmessage is written to the report �le. The warning message informs thereader that `remaining results might be forged:*** BE CAREFUL *** REMAINING RESULTS MAY BE FORGEDThis situation may o

ur, e.g., if an essential program (like sha1sum) wastransferred to the 
ontroller, and it was apparently modi�ed sin
e theprevious 
he
k. Pro
essing 
ontinues, but remaining 
he
ks performed atthe 
lient 
omputer should be interpreted with extreme 
aution.The output of this 
ommand is 
ompared to the output of this 
ommandgenerated during the previous run of stealth. Any di�eren
es are writtento REPORT.If di�eren
es were found, the existing logfile name is renamed to logfile.YYYYMMDD-HHMMSS,with YYYYMMDD-HHMMSS the datetime-stamp at the time stealth was run.Over time, many logfile.YYMMDD-HHMMSS �les 
ould be a

umulated. Itis up to the 
ontroller's systems manager to de
ide what to do with olddatetime-stamped log�les. For instan
e, the following s
ript will removeall stealth reports below the 
urrent dire
tory that are older than 30 days:#/bin/shFILES=`find ./ -path '*[0-9℄' -mtime +30 -type f`if [ "$FILES" != "" ℄ ; thenrm -f $FILESfiThe logfile spe
i�
ations may use relative and absolute paths. Whenrelative paths are used, these paths are relative to BASE. When the16



dire
tories implied by the logfile spe
i�
ations do not yet exist, theyare 
reated �rst.Example:LOCAL CHECK LOG = lo
al/sha1sum sha1sum /tmp/sha1sumThis 
ommand will 
he
k the SHA1 sum of the /tmp/sha1sum program.The resulting output is saved at BASE/lo
al/sha1sum. The programmust su

eed (i.e., sha1sum must return a zero exit-value).
• LOCAL NOTEST CHECK [LOG =℄ logfile 
ommandExe
ute 
ommand on the 
ontroller, using the SH 
ommand shell. Thephrase `LOG =' is optional. The 
ommand may or may not su

eed.Otherwise, the program a
ts identi
ally as the LOCAL CHECK ...
ommand, dis
ussed previously.Example:LOCAL NOTEST CHECK LOG=lo
al/sha1sum sha1sum /tmp/sha1sumThis 
ommand will 
he
k the SHA1 sum of the /tmp/sha1sum program.The resulting output is saved at BASE/lo
al/sha1sum. The programmay or may not su

eed (i.e., sha1sum may or may not return a zeroexit-value).3.3.3 REMOTE 
ommandsPlain 
ommands 
an be exe
uted on the 
lient 
omputer by merely spe
ifyingthem. Of 
ourse, this means that programs 
alled LABEL, LOCAL USE or DEFINE,
annot be exe
uted, sin
e these names are interpreted otherwise by stealth.It's unlikely that this will 
ause problems. Remote 
ommands must su

eed(i.e., their return 
odes must be 0).Remote 
ommands are 
ommands exe
uted on the 
lient using the SSH shell.These 
ommands are exe
uted using the standard PATH set for the SSH shell.However, it is advised to spe
ify the full pathname to the programs to be ex-e
uted, to prevent �trojan approa
hes� where a trojan horse is installed in an`earlier' dire
tory of the PATH-spe
i�
ation than the intended program.Two spe
ial remote 
ommands are GET and PUT, whi
h 
an be used to 
opy �lesbetween the 
lient and the 
ontroller. Internally, GET and PUT use the DD use-spe
i�
ation. If a non-default spe
i�
ation is used, one should ensure that thealternate program a

epts dd(1)'s if=, of=, bs= and 
ount= options. WithGET the options bs=, 
ount= and of= are used, with PUT the options bs=,
ount= and if= are used. Normally there should be no need to alter the defaultDD spe
i�
ation. 17



The GET 
ommand may be used as follows:
• GET <
lient-path> <lo
al-path>Copy the �le indi
ated by 
lient-path at the 
lient to lo
al-path atthe 
ontroller. 
lient-path must be the full path of an existing �le onthe 
lient, lo
al-path may either be a lo
al dire
tory, in whi
h 
ase the
lient's �le name is used, or another �le name may be spe
i�ed, in whi
h
ase the 
lient's �le is 
opied to the spe
i�ed lo
al �lename. If the lo
al�le already exists, it is overwritten by the 
opy-pro
edure.Example:GET /usr/bin/sha1sum /tmpThe program /usr/bin/sha1sum, available at the 
lient, is 
opied to the
ontroller's /tmp dire
tory. If the 
opying fails for some reason, any sub-sequent 
ommands are skipped, and stealth terminates.
• GET NOTEST <
lient-path> <lo
al-path>Copy the �le indi
ated by 
lient-path at the 
lient to lo
al-path atthe 
ontroller. 
lient-path must be the full path of an existing �le onthe 
lient, lo
al-path may either be a lo
al dire
tory, in whi
h 
ase the
lient's �le name is used, or another �le name may be spe
i�ed, in whi
h
ase the 
lient's �le is 
opied to the spe
i�ed lo
al �lename. If the lo
al�le already exists, it is overwritten by the 
opy-pro
edure.Example:GET NOTEST /usr/bin/sha1sum /tmpThe program /usr/bin/sha1sum, available at the 
lient, is 
opied to the
ontroller's /tmp dire
tory. Remaining 
ommands in the poli
y �le areexe
uted, even if the 
opying pro
ess wasn't su

essful.The PUT 
ommand may be used as follows:
• PUT <lo
al-path> <remote-path>Copy the �le indi
ated by lo
al-path at the 
ontroller to remote-path atthe 
lient. The argument lo
al-pathmust be the full path of an existing�le on the 
ontroller. The argument remote-path must be the full pathto a �le on the 
lient. If the remote �le already exists, it is overwritten byPUT.Example:PUT /tmp/sha1sum /usr/bin/sha1sumThe program /tmp/sha1sum, available at the 
ontroller, is 
opied to the
lient as usr/bin/sha1sum. If the 
opying fails for some reason, anysubsequent 
ommands are skipped, and stealth terminates.
• PUT NOTEST <lo
al-path> <remote-path>Copy the �le indi
ated by lo
al-path at the 
ontroller to remote-path atthe 
lient. The argument lo
al-pathmust be the full path of an existing�le on the 
ontroller. The argument remote-path must be the full pathto a �le on the 
lient. If the remote �le already exists, it is overwritten byPUT. 18



Example:PUT NOTEST /tmp/sha1sum /usr/bin/sha1sumCopy the �le indi
ated by lo
al-path at the 
ontroller to remote-path atthe 
lient. The argument lo
al-pathmust be the full path of an existing�le on the 
ontroller. The argument remote-path must be the full pathto a �le on the 
lient. If the remote �le already exists, it is overwrittenby PUT. Remaining 
ommands in the poli
y �le are exe
uted, even if the
opying pro
ess wasn't su

essful.Other 
ommands to be exe
uted on the 
lient 
an be spe
i�ed as follows:
• 
ommandExe
ute `
ommand' on the 
lient, using the SSH 
ommand shell. The
ommand must su

eed (i.e., must return a zero exit value). However,any output generated by the 
ommand is ignored. Example:/usr/bin/find /tmp -type f -exe
 /bin/rm {} \;This 
ommand will remove all ordinary �les at and below the 
lient's /tmpdire
tory.
• NOTEST 
ommandExe
ute 
ommand on the 
lient, using the SSH 
ommand shell. The 
om-mand may or may not su

eed.Example:NOTEST /usr/bin/find /tmp -type f -exe
 /bin/rm {} \;Same as the previous 
ommand, but this time the exit value of /usr/bin/findis not interpreted.
• CHECK [LOG =℄ logfile 
ommandExe
ute 
ommand on the 
lient, using the SSH 
ommand shell. Thephrase `LOG =' is optional. The 
ommand must su

eed. The outputof this 
ommand is 
ompared to the output of this 
ommand generatedduring the previous run of stealth. Any di�eren
es are written to RE-PORT. If di�eren
es were found, the existing logfile name is renamed tologfile.YYYYMMDD-HHMMSS, with YYYYMMDD-HHMMSS the datetime-stampat the time stealth was run.Note that the 
ommand is exe
uted on the 
lient, but the log�le is kepton the 
ontroller. This 
ommand represents the 
ore of the method im-plemented by stealth: there will be no residues of the a
tions performedby stealth on the 
lient 
omputers.Several examples (note the use of the ba
kslash as line 
ontinuation 
har-a
ters): 19



CHECK LOG = remote/ls.root /usr/bin/find / \-xdev -perm +6111 -type f -exe
 /bin/ls -l {} \;All suid/gid/exe
utable �les on the same devi
e as the root-dire
tory (/)on the 
lient 
omputer are listed with their permissions, owner and size in-formation. The resulting listing is written on the �leBASE/remote/ls.root.This long 
ommand 
ould be formulated shorter using a DEFINE:DEFINE LSFIND -xdev -perm +6111 -type f -exe
 /bin/ls -l {} \;CHECK remote/ls.root /usr/bin/find / ${LSFIND}Another example:DEFINE SHA1SUM -xdev -perm +6111 -type f -exe
 /usr/bin/sha1sum {} \;CHECK remote/sha1.root /usr/bin/find / ${SHA1SUM}The SHA1 
he
ksums of all suid/gid/exe
utable �les on the same devi
eas the root-dire
tory (/) on the 
lient 
omputer are determined. Theresulting listing is written on the �le BASE/remote/sha1.root.
• NOTEST CHECK [LOG =℄ logfile 
ommandExe
ute 
ommand on the 
lient, using the SSH 
ommand shell. The phrase`LOG =' is optional. The 
ommand may or may not su

eed. Otherwise,the program a
ts identi
ally as the CHECK ... 
ommand, dis
ussedpreviously. Example (using the same ${SHA1SUM})de�nition:NOTEST CHECK LOG = remote/sha1.root /usr/bin/find / ${SHA1SUM}The SHA1 
he
ksums of all suid/gid/exe
utable �les on the same devi
eas the root-dire
tory (/) on the 
lient 
omputer are determined. Theresulting listing is written on the �le BASE/remote/sha1.root. stealthwill not terminate if the /usr/bin/find program returns a non-zero exitvalue.3.3.4 Preventing Controller Denial of Servi
e (�max-size)Either by mali
ious intent or by a

endent (as happened to me) the 
ontrollermay be a vi
tim of a Denial of Servi
e (DOS) atta
k. This DOS atta
k mayhappen when the 
lient (apparently) sends a never ending stream of bytes inresponse to a GET or REMOTE 
ommand. One of my 
ontrollers on
e fell vi
tim to20



this atta
k when a 
lient's power went down and the 
ontroller kept on tryingto read bytes from that 
lient �lling up the 
ontrollers disk....This problem was of 
ourse 
aused by a programming error: while reading infor-mation from a 
lient stealth failed to 
he
k whether the reading had a
tuallysu

eeded. This bug has now been �xed, but an intentional DOS atta
k 
ouldstill be staged along this line by a ha
ker who manages to repla
e, e.g., the�nd(1) 
ommand by a manipulated version whi
h would 
ontinue to write in-formation to its standard output stream. Without further pre
aution stealthwould re
eive a never ending stream of bytes as its `report' thus 
ausing its diskto �ll.To prevent this from happening stealth now o�ers the �max-size 
ommandline option allowing the spe
i�
ation of the maximum size of a stream of bytesre
eived by stealth (e.g., a report or downloaded �le). The maximum is usedfor ea
h individual download and 
an be spe
i�ed in bytes (using no su�x orthe B su�x), kilo-bytes (using K), mega-bytes (using M) or giga-bytes (usingG). The default is set at 10M, equivalent to the 
ommand line spe
i�
ation of�max-size 10M.If a �le or report re
eived from the 
lient ex
eeds its maximum allowed size thenstealth terminates after writing the following message to the report �le (whi
his sent to the 
on�gured mail address):STEALTH - CAN'T CONTINUE: `<name of offending file>' EXCEEDS MAX.DOWNLOAD SIZE (<size shown>)STEALTH - THIS COULD SIGNAL A SERIOUS PROBLEM WITH THE CLIENTSTEALTH - ONE OR MORE LOG FILES MAY BE INVALID AS A RESULTSTEALTH - *** INVESTIGATE ***Sin
e a �max-size spe
i�
ation may 
ause stealth to terminate while re
eivingthe output of a (remotely run) 
ommand, an empty or partial log �le will be theresult. Of 
ourse this partial result is spurious as it is a dire
t result of stealthterminating due to a size violation.After investigating (and removing) the reasons for the size violation a newstealth run using the previous log �le as the latest baseline should show onlyexpe
ted 
hanges.For example, assume the following situation represents a (valid) state of log�les:et
 stealthsetuid stealth.20080316-105756Now stealth is run with �max-size 20, prematurely terminating stealth. Thisresults in the following set of log�les: 21



et
 stealthsetuid stealth.20080316-105756stealth.20080316-110215The �le stealth now 
ontains in
omplete data with the (latest) �le stealth.20080316-110215
ontaining its previous 
ontents.Now the reasons for the size-violation should be investigated and removed. Itis suggested to move the �le last saved (stealth.20080316-110215) to the �lestealth, as it represents the state before the size violation was en
ountered.Following this stealth should operate normally again.

22



Chapter 4Granting a

ess
A

ess is granted via the ssh proto
ol.The 
lient must allow the 
ontroller to 
onne
t using ssh. Sin
e normally nousername and password 
an be given, the 
lient must allow the 
ontroller to
onne
t without spe
ifying a password.This is realized using publi
 key te
hnology, assuming open-SSH is available onboth 
omputers, with the 
lient running an sshd daemon.4.0.5 The 
ontroller's user: 
reating an ssh-keyThe user on the 
ontroller who will 
all stealth to s
an the 
lient, now generatesan ssh-keypair:ssh-keygen -t rshThis will generate a publi
/private ssh key pair in .ssh in the user's homedire
tory. The program asks for a passphrase whi
h should, for the purpose ofstealth be empty: just pressing Enter as a response to the questionEnter passphrase (empty for no passphrase):will do the tri
k (a 
on�rmation is requested: press Enter again). The programreturns a key �ngerprint, e.g.,03:96:49:63:8a:64:33:45:79:ab:
a:de:
8:
8:4f:e9 user�
ontroller23



whi
h may be saved and used for future referen
e.In the dire
tory user's .ssh dire
tory the �les id_rsa and id_rsa.pub are now
reated.This 
ompletes the a
tions on the 
ontroller.4.0.6 The 
lient's a

ount: a

epting ssh from the 
on-troller's userNext, the a

ount on the 
lient where the ssh 
ommand 
onne
ts to (using aspe
i�
ation in the poli
y �le likeUSE SSH /usr/bin/ssh -q a

ount�
lientmust now grant a

ess to the 
ontroller's user. In order to do so, the �leid_rsa.pub of the user at the 
ontroller is added to the �le authorized_keysin the .ssh dire
tory of the a

ount on the 
lient:# transfer user�
ontroller's file id_rsa.pub to the 
lient's /tmp# dire
tory. Then do:
at /tmp/id_rsa.pub >> /home/a

ount/.ssh/authorized_keysNow user�
ontroller may login at a
ount�
lient without spe
ifying a password.4.0.7 Logging into the a

ount�
lient a

ountWhen user�
ontroller now issues the 
ommandssh a

ount�
ontrollerSsh responds as follows:The authenti
ity of host '
ontroller (xxx.yyy.aaa.bbb)' 
an't beestablished. 24



RSA key fingerprint is 
4:52:d6:a3:d4:65:0d:5e:2e:66:d8:ab:de:ad:12:be.Are you sure you want to 
ontinue 
onne
ting (yes/no)?Answering yes results in the message:Warning: Permanently added '
ontroller,xxx.yyy.aaa.bbb' (RSA) to thelist of known hosts.The next time a login is attempted, the authenti
ity question isn't asked any-ore. However, the proper value of the host's RSA key �ngerprint (i.e., the key�ngerprint of the 
lient 
omputer) should always be veri�ed to prevent man inthe middle atta
ks. The proper value may be obtained at the 
lient 
omputerby issuing the 
ommandssh-keygen -l -f /et
/ssh/ssh_host_rsa_key.pubThis should result in the same value as the �ngerprint shown when the �rst ssh
onne
tion was made. E.g.,1024 
4:52:d6:a3:d4:65:0d:5e:2e:66:d8:ab:de:ad:12:be ssh_host_rsa_key.pub4.0.8 Using the proper shellOn order to minimize the amount of 
lutter and possible 
ompli
ations whenonly a simple 
ommand-shell is required for exe
uting 
ommands, it is suggestedto use a bash or sh shell when logging into the a

ount�
lient's a

ount.When another shell is already used for a

ount�
lient, then an extra a

ount(optionally using the same UID as the original a

ount, but using sh(1) as theshell), 
ould be used.In the passwd(5) �le this 
ould be realized for root as rootsh as follows:rootsh:x:0:0:root:/root:/bin/shIf shadow passwording is used, an appropriate entry in the /et
/shadow �le isrequired as well. 25



Chapter 5Running `stealth'
Now that stealth has been 
ompiled, the 
onstru
tion of a poli
y �le has been
overed, and a servi
e-a

ount on the 
lient has been de�ned, what must bedone to run stealth in pra
ti
e?Here's what remains to be done:

• Install stealth at a proper lo
ation
• Constru
t one or more poli
y �les
• Learn to interpret stealth's output.
• Optionally, automate the removal of old log-�les.
• Determine a s
hedule for running stealth automati
ally, e.g. using 
ron(1)In this 
hapter, these topi
s will be dis
ussed.5.1 Installing `stealth'As stealth is mainly a system administrator's tool, it 
ould be installed in/usr/lo
al/sbin. In that 
ase, do (as root) from the dire
tory where stealthwas 
ompiled/unpa
ked:install stealth /usr/lo
al/sbinoptions given to install(1) may restri
t further use of stealth.26



5.2 Constru
t one or more poli
y �lesHere we assume that stealth is run by root, and that root wants to store infor-mation about the host 
lient under the subdire
tory /root/stealth/
lient.Stealth reports should be sent to the user admin�elsewhere, who is only inter-ested in a short noti
e of 
hanges, as the full report 
an always be read else-where. So, a support-s
ript is developed to further �lter the report generatedby stealth.As the sha1sum program on the 
lient may be ha
ked, it is a good idea totransfer the 
lient's sha1sum program to the 
ontroller �rst, in order to 
he
kthat program lo
ally, before trusting it to 
ompute the sha1sums of the 
lient's�les. The same holds true for any libraries and support programs (like find)that are used intensively during integrity s
ansSha1sum 
he
ks should be performed on all setuid and setgid �les on the 
lient,and in order to be able rea
h all �les on 
lient, root�
ontroller is allowedto login to the root�
lient a

ount using a password-less ssh 
onne
tion.Furthermore, sha1sum 
he
ks should be performed on all 
on�guration �les,living under /et
 and on the �le /usr/bin/find whi
h is used intensively toperform the 
he
ks.The required poli
y �le is 
onstru
ted as follows, per se
tion:5.2.1 the DEFINE dire
tivesDEFINE SSHCMD /usr/bin/ssh root�
lient -T -q exe
 /bin/bash --noprofileDEFINE EXECSHA1 -xdev -perm +u+s,g+s \( -user root -or -group root \) \-type f -exe
 /usr/bin/sha1sum {} \;The �rst DEFINE de�nes the ssh 
ommand to use: an ssh-
onne
tion will bemade to the root a

ount at the 
lient.The se
ond DEFINE shows the arguments for �nd(1) when looking for all rootsetuid or setgid normal �les. For all these �les the sha1sum(1) program shouldbe run.5.2.2 the USE dire
tivesUSE BASE /root/stealth/
lientUSE EMAIL admin�elswhereUSE MAILER /root/bin/stealthmailUSE MAILARGS "Client STEALTH report"27



USE SSH ${SSHCMD}
• All output will be written under the /root/stealth/
lient dire
tory.
• Mail will be sent to the user admin�elsewhere.
• The mail program will be a s
ript (stealthmail), living in /root/bin.
• The s
ript handles its own argument. As it 
an be used for other stealth-s
ans as well, it is given an argument whi
h 
an be used as the subje
twhen sending mail, identifying the 
omputer that has been s
anned.
• The ssh-
ommand is de�ned by the SSH-DEFINE.
• the default values of all remaining USE dire
tives 
an be used, and weretherefore not spe
i�ed. They are:USE DD /bin/ddUSE DIFF /usr/bin/diffUSE PIDFILE /var/run/stealth-USE REPORT reportUSE SH /bin/sh5.2.3 the 
ommandsFirst, we'll 
opy the 
lient's sha1sum program to the 
ontroller. In pra
ti
e,this should also in
lude the shared obje
t libraries that are used by sha1sum,as they might have be
ome 
orrupted as well.Obtain the 
lient's sha1sum programFirst, the sha1sum program is 
opied to a lo
al dire
toryGET /usr/bin/sha1sum /root/tmpThis 
ommand must su

eed.Che
k the integrity of the 
lient's sha1sum programNext, we'll 
he
k the re
eived sha1sum program, using our own:28



LABEL \nChe
k the 
lient's sha1sum programLOCAL CHECK LOG = lo
al/sha1 /usr/bin/sha1sum /root/tmp/sha1sumThe LABEL 
ommand will write the label to the report �le just before the outputof the sha1sum program is generated.The LOCAL 
ommand will 
he
k the sha1sum of the program 
opied from the
lient. The report is written on the �le /root/stealth/
lient/lo
al/sha1.If this fails, the program will not 
ontinue, but will alert admin�elsewhere thatthe 
he
k failed. This is of 
ourse rather serious, as it indi
ates that eitherthe 
ontroller's sha1sum is behaving unexpe
tedly or that the 
lient's sha1sumprogram has 
hanged.The sha1sum program may have 
hanged due to a normal upgrade. If so,admin�elsewhere will know this, and 
an (probably) ignore the warning. Thenext time stealth is run, the (now updated) SHA1 value is used, and it shouldagain mat
h the obtained SHA1 value from the 
opied sha1sum program.Che
k the 
lient's /usr/bin/�nd 
ommandThe 
lient will use it's find 
ommand intensively: find is a great tool forprodu
ing �les having almost any 
on
eivable 
ombination of 
hara
teristi
s.Of 
ourse, the 
lient's find 
ommand itself must be ok, as well as the 
lient'ssha1sum program. Now that we know that the 
lient's sha1sum program is ok,we 
an use it to 
he
k the 
lient's /usr/bin/find program.Note that the 
ontroller itself will not su�er any pro
essing load here: only the
lient itself is taxed for 
he
king the intergrity of its own �les:LABEL \n
he
king the 
lient's /usr/bin/find programCHECK LOG = remote/binfind /usr/bin/sha1sum /usr/bin/findChe
k the 
lient's setuid/setgid �lesHaving 
he
ked the 
lient's sha1sum and find programs, sha1 
he
ksum 
he
ksshould be performed on all setuid and setgid �les on the 
lient. For this wea
tivate the sha1sum program on the 
lient. In order to 
he
k the setuid/setgid�les, the following 
ommand is added to the poli
y �le:LABEL \nsuid/sgid/exe
utable files uid or gid root on the / partitionCHECK LOG = remote/setuidgid /usr/bin/find / ${EXECSHA1}29



Che
k the 
on�guration �les in the 
lient's /et
/ dire
toryFinally, the 
lient's 
on�guration �les are 
he
ked. Some of these �les 
hangeso frequently that we don't want them to be 
he
ked. E.g., /et
/adjtime,/et
/mtab. To 
he
k the 
on�guration �le, do:LABEL \n
onfiguration files under /et
CHECK LOG = remote/et
files \/usr/bin/find /et
 -type f -not -perm +6111 \-not -regex "/et
/\(adjtime\|mtab\)" \-exe
 /usr/bin/sha1sum {} \;5.2.4 The 
omplete `poli
y' �leHere is the 
omplete poli
y �le that we've 
onstru
ted so far:DEFINE SSHCMD /usr/bin/ssh root�
lient -T -q exe
 /bin/bash --noprofileDEFINE EXECSHA1 -xdev -perm +u+s,g+s \( -user root -or -group root \) \-type f -exe
 /usr/bin/sha1sum {} \;USE BASE /root/stealth/
lientUSE EMAIL admin�elswhereUSE MAILER /root/bin/stealthmailUSE MAILARGS "Client STEALTH report"USE SSH ${SSHCMD}USE DD /bin/ddUSE DIFF /usr/bin/diffUSE PIDFILE /var/run/stealth-USE REPORT reportUSE SH /bin/shGET /usr/bin/sha1sum /root/tmpLABEL \nChe
k the 
lient's sha1sum programLOCAL CHECK LOG = lo
al/sha1 /usr/bin/sha1sum /root/tmp/sha1sumLABEL \n
he
king the 
lient's /usr/bin/find programCHECK LOG = remote/binfind /usr/bin/sha1sum /usr/bin/findLABEL \nsuid/sgid/exe
utable files uid or gid root on the / partitionCHECK LOG = remote/setuidgid /usr/bin/find / ${EXECSHA1}LABEL \n
onfiguration files under /et
CHECK LOG = remote/et
files \/usr/bin/find /et
 -type f -not -perm +6111 \30



-not -regex "/et
/\(adjtime\|mtab\)" \-exe
 /usr/bin/sha1sum {} \;
5.3 Running `stealth' for the �rst timeWhen stealth is now run, it will 
reate its initial report �les under root/stealth/
lient.The �rst time stealth is run, it is usually run `by hand':stealth poli
ythis will show all exe
uted 
ommands on the standard output, and will initializethe reports. Running stealth this way for the just 
onstru
ted poli
y �leresults in the following output (lines were wrapped to improve readability):GET /usr/bin/sha1sum /root/tmpLABEL \nChe
k the 
lient's sha1sum programLOCAL CHECK LOG = lo
al/sha1 /usr/bin/sha1sum /root/tmp/sha1sumLABEL \n
he
king the 
lient's /usr/bin/find programCHECK LOG = remote/binfind /usr/bin/sha1sum /usr/bin/findLABEL \nsuid/sgid/exe
utable files uid or gid root on the / partitionCHECK LOG = remote/setuidgid /usr/bin/find / -xdev -perm +u+s,g+s\( -user root -or -group root \) -type f-exe
 /usr/bin/sha1sum {} \;LABEL \n
onfiguration files under /et
CHECK LOG = remote/et
files /usr/bin/find /et
-type f -not -perm +6111 -not -regex "/et
/\(adjtime\|mtab\)"-exe
 /usr/bin/sha1sum {} \;LOCAL /usr/bin/s
p -q root�
lient:/usr/bin/sha1sum /root/tmpLABEL \nChe
k the 
lient's sha1sum programLOCAL CHECK LOG = lo
al/sha1 /usr/bin/sha1sum /root/tmp/sha1sumLABEL \n
he
king the 
lient's /usr/bin/find programCHECK LOG = remote/binfind /usr/bin/sha1sum /usr/bin/findLABEL \nsuid/sgid/exe
utable files uid or gid root on the / partitionCHECK LOG = remote/setuidgid /usr/bin/find / -xdev -perm +u+s,g+s\( -user root -or -group root \) -type f-exe
 /usr/bin/sha1sum {} \;LABEL \n
onfiguration files under /et
CHECK LOG = remote/et
files /usr/bin/find /et
-type f -not -perm +6111 -not -regex "/et
/\(adjtime\|mtab\)"31



-exe
 /usr/bin/sha1sum {} \;This all produ
es the following output:5.3.1 The mailed reportThe /root/bin/stealthmail is 
alled with the following arguments:"Client STEALTH report" admin�elswhereThe 
ontents of the mailed report now is (the date will of 
ourse 
hange, thenext time stealth is run):STEALTH (1.21) started at Mon Nov 24 10:50:30 2003Che
k the 
lient's sha1sum programInitialized report on lo
al/sha1
he
king the 
lient's /usr/bin/find programInitialized report on remote/binfindsuid/sgid/exe
utable files uid or gid root on the / partitionInitialized report on remote/setuidgid
onfiguration files under /et
Initialized report on remote/et
files5.3.2 Files under /root/stealth/
lientUnder /root/stealth/
lient the following entries are now available:
• lo
al: below this dire
tory the reports of the lo
ally performed 
he
ks arefound. Using our demo poli
y �le, only one log�le is found here: sha1,
ontaining the 
lient's SHA1 
he
ksum of its /usr/bin/sha1sum program:45251e259bfaf1951658a7b66
328
52 /root/tmp/sha1sum
• remote: at this dire
tory the reports of the remotely performed 
he
ks arefound. Using our demo poli
y �le, three �les were 
reated:32



The �le binfind, 
ontaining the 
he
ksum of the 
lient's /usr/bin/findprogram:f
62f
774999584f1e29e0f94279a652 /usr/bin/findThe �le et
files, 
ontaining the 
he
ksums of the 
lient's 
on�guration�les under /et
 (shown only partially):
ed739e
b2
43a20053a9f0eb308b2b0 /et
/modutils/aliasesa2322d7e2f95317b2ddf3543eb4
74
0 /et
/modutils/pathsf9e3ea
60200d41dd5569eeabb4eddff /et
/modutils/ar
h/i386f07da2ebf00
6ed6649bae5501b84
4f /et
/modutils/ar
h/m68k.amiga2893201

7f7556160fa9
d1fb5ba56a /et
/modutils/ar
h/m68k.atari...bf73b4e76066381
d3
af80369
e1d0e /et
/deluser.
onf4
d70d9aee333307a09
aa4ef003501d /et
/adduser.
onf.dpkg-save8
749353
5027d0065359562d4383b8d /et
/gimp/1.2/gtkr
_user3e
404e
597ef5460600


f0192f4d6 /et
/gimp/1.2/unitr
8
740345b891179228e3d1066291167b /et
/gimp/1.2/gtkr
The �le setuidgid, 
ontaining the 
he
ksums of the 
lient's setuid/setgidroot �les (shown only partially):030f3f84e
76a8181

a087
4ba655ea /bin/loginb6
0209547d88928f391d2bf88af34aa /bin/ping5d324ad212b2ff8f767637a
1a8071e
 /bin/su344dbed
398d5114966914419ef53f

 /usr/bin/wall27b045bd7306001f9ea31b
18712d8b7 /usr/bin/rxvt-xpm...3567b18ff
39
2d
6e
0
0d0f
483f4f /usr/lib/ssh-keysign3383a7955a
2406311e9aa51
6a
9
2
 /usr/X11R6/bin/X3
99ea0425
6e0278039e16478d2fb57 /usr/X11R6/bin/xtermd590f7f5b4d6ae61680692a52235d342 /usr/lo
al/bin/setuid
all4
17203d7d91e
4946dea2f0ae365d5b /sbin/unix_
hkpwdOf 
ourse, the 
he
ksums and the �lenames shown are only for do
umen-tation purposes. At other systems this will show di�erent �les and/or
he
ksums, no doubt.
• The �le /root/
lient/reportNew lines are always appended to the/root/
lient/report �le. It will never shorten, unless shorten bythe systems administrator at `
ontroller'.This �le 
ontains the following: 33



STEALTH (1.21) started at Mon Nov 24 10:50:30 2003Che
k the 
lient's sha1sum programInitialized report on lo
al/sha1
he
king the 
lient's /usr/bin/find programInitialized report on remote/binfindsuid/sgid/exe
utable files uid or gid root on the / partitionInitialized report on remote/setuidgid
onfiguration files under /et
Initialized report on remote/et
filesThis 
ompletes the information 
reated by stealth during its �rst run.5.4 Running `stealth' again: all �les unalteredWhen stealth is run again, it will update its report �les under root/stealth/
lient.If nothing has 
hanged, the log-�les will remain unaltered. The new run will,however, produ
e some new info on the �le /root/
lient/report:STEALTH (1.21) started at Mon Nov 24 10:50:30 2003Che
k the 
lient's sha1sum programInitialized report on lo
al/sha1
he
king the 
lient's /usr/bin/find programInitialized report on remote/binfindsuid/sgid/exe
utable files uid or gid root on the / partitionInitialized report on remote/setuidgid
onfiguration files under /et
Initialized report on remote/et
filesSTEALTH (1.21) started at Mon Nov 24 10:54:35 2003Note that just one extra line was added: a timestamp showing the date/timeof the last run. The systems administrator may redu
e/remove the report �leevery on
e in a while to re
laim some disk spa
e.34



5.5 Running `stealth' again: modi�
ations haveo

urredBasi
ally, three kinds of modi�
ations are possible: additions, modi�
ations,and removals. Here we'll show the e�e
t all these 
hanges have on stealth'soutput.For the example, the following 
hanges were made to the 
lient's �les:
• /et
/motd was 
hanged
• the �le timezone~ was removed
• the �le /et
/motd.org was 
reatedNext, stealth was on
e again run, produ
ing the following output:
• The following new info is now added to �le /root/
lient/report:STEALTH (1.21) started at Mon Nov 24 10:54:35 2003
onfiguration files under /et
ADDED: /et
/motd.org< 945d0b8208e9861b8f9f2de155e619f9 /et
/motd.orgMODIFIED: /et
/motd< 7f96195d5f051375fe7b523d29e379
1 /et
/motd> 945d0b8208e9861b8f9f2de155e619f9 /et
/motdREMOVED: /et
/timezone~> 6322b
8
b3e
53f5eea33201b434b74b /et
/timezone~Note that all 
hanges were properly dete
ted and logged in the �le /root/
lient/report.
• Furthermore, a mat
hing report was sent by mail :STEALTH (0.90) started at Mon O
t 28 11:28:43 2002
onfiguration files under /et
ADDED: /et
/motd.org< 945d0b8208e9861b8f9f2de155e619f9 /et
/motd.orgMODIFIED: /et
/motd< 7f96195d5f051375fe7b523d29e379
1 /et
/motd> 945d0b8208e9861b8f9f2de155e619f9 /et
/motdREMOVED: /et
/timezone~> 6322b
8
b3e
53f5eea33201b434b74b /et
/timezone~35



Note that the report only shows the info that was added to the /root/
lient/report�le.The report itself 
ould be beauti�ed further. I myself use the followings
ript to mail the report to the addressee:#!/bin/bashNAME=`basename $0`tee /root/stealth/lastreport/$NAME | egrep -v '^([[:spa
e:℄℄|[[:spa
e:℄℄*$)' |sort | uniq | mail -s $1 $2For the 
lient 
omputer, this little s
ript will write the mailed report ona �le /root/stealth/lastreport/
lient, overwriting its previous 
on-tents, will remove all lines beginning with blanks (thus trimming awaythe diff-generated lines), and will mail the sorted and uniqed lines us-ing mail. The addressee (admin�elsewhere) will re
eive the followinginformation:ADDED: /et
/motd.orgMODIFIED: /et
/motdREMOVED: /et
/timezone~STEALTH (0.90) started at Mon O
t 28 11:28:43 2002
onfiguration files under /et
In pra
ti
e this su�
es to have me take a
tion if something out of theordinary has happened.
• Finally, the �le/root/stealth/
lient/remote/et
fileswas re
reated, saving the old �le as/root/stealth/
lient/remote/et
files.20021028-112851As remarked earlier (see se
tion 3.3), many logfile.YYMMDD-HHMMSS �les
ould eventually a

umulate. As dis
ussed in se
tion 3.3, it might be
onsidered to remove old log �les every now and then.

36



5.6 Failing LOCAL 
ommandsIf the 
lient's sha1sum program itself is altered, a serious situation has developed.In that 
ase, further a
tions by stealth would be suspe
t, as their results mighteasily be 
urrupted. Che
ks will pro
eed, but a warning is generated on thereport �le (and in the mail sent to admin�elsewhere:STEALTH (1.21) started at Mon Nov 24 10:54:35 2003Che
k the 
lient's sha1sum programMODIFIED: /root/tmp/sha1sum< f
62f
774999584f1e29e0f94279a652 /root/tmp/sha1sum> 45251e259bfaf1951658a7b66
328
52 /root/tmp/sha1sum*** BE CAREFUL *** REMAINING RESULTS MAY BE FORGED
onfiguration files under /et
REMOVED: /et
/motd.org> 945d0b8208e9861b8f9f2de155e619f9 /et
/motd.orgMODIFIED: /et
/motd< 945d0b8208e9861b8f9f2de155e619f9 /et
/motd> 7f96195d5f051375fe7b523d29e379
1 /et
/motd(The report shows the removal of the previously added �le motd.org, and themodi�
ation of motd. These are real, as the original motd �le, modi�ed earlier,was restored at this point).5.7 Automating `stealth' runs using `
ron'In order to automate the exe
ution of stealth, a �le /et
/
ron.d/stealth
ould be 
reated, 
ontaining a line like (assuming stealth lives in /usr/sbin):2,17,32,47 * * * * root test -x /usr/sbin/stealth && \/usr/sbin/stealth -q /root/stealth/
lient.polThis will start stealth 2 minutes after every hour. Alternate s
hemes are leftto the reader to design.In general, randomizing events makes it harder to noti
e them. stealth maystart its tasks at a random point in time if its -i �ag (for random interval) isused. This �ag expe
ts an argument in se
onds (or in minutes, if at least an m isappended to the interval spe
i�
ation). Somewhere between the time stealth37



starts and the spe
i�ed interval the s
an will 
ommen
e. For example, thefollowing two 
ommands have identi
al e�e
ts: the s
an is started somewherebetween the moment stealth was started and 5 minutes:stealth -i 5min -q /root/stealth/
lient.polstealth -i 300 -q /root/stealth/
lient.polWhen the -d �ag is given, the -i �ag has no e�e
t.As another alternative, stealth my be started spe
ifying the �keep-alivepidfile option. Here, pidfile is the name of a �le that will 
ontain thepro
ess id of the stealth pro
ess running in the ba
kground. For example:stealth --keep-alive /var/run/stealth -i 300 -q /root/stealth/
lient.polNow, 
ron(1) may be used to restart this pro
ess at indi
ated times:2,17,32,47 * * * * root test -x /usr/sbin/stealth && \/usr/sbin/stealth --rerun /var/run/stealthAs yet another alternative, the 
ron-job may a
tivate a s
ript performing stealth'srerun, starting another stealth run if ne
essary. The advantage of su
h an ap-proa
h is that stealth is automati
ally started after, e.g., a reboot. The fol-lowing s
ript expe
ts two arguments (both of whi
h must be absolute paths).The �rst argument is the path to the pid�le to use, the se
ond argument is thepath to the poli
y �le to use. The s
ript is found in the distribution pa
kage as/usr/share/do
/stealth/usr/sbin/stealth
ron:#!/bin/bashPROG=`basename $0`STEALTH=/usr/sbin/stealthtestAbsolute(){ e
ho $1 | grep "^/" > /dev/null 2>&1 && returne
ho "\`$1' must be absolute path"exit 1}
ase $# in 38



(2) testAbsolute $1testAbsolute $2if [ -x ${STEALTH} ℄ ; then${STEALTH} --rerun $1[ $? -eq 0 ℄ || ${STEALTH} --keep-alive $1 -q $2fi;;(*)e
ho "$PROG by Frank B. Brokken (f.b.brokken�rug.nl)Usage: $PROG [sleep℄ pidfile 
onfigfilewhere:pidfile: absolute path to pidfile to be used by ${STEALTH}
onfigfile: absolute path to 
onfiguration file to be used by ${STEALTH}
alls $STEALTH} --rerun pidfile.If that fails, ${STEALTH} --keep-alive pidfile -q 
onfigfile is started." exit 1;;esa
The s
ript 
ould be 
alled from /et
/
ron.d/stealth using a line like22 8 * * * root test -x /usr/sbin/stealth
ron && /usr/sbin/stealth
ron/var/run/stealth.target /usr/share/stealth/target.polNote that the 
ommand should be on a single line. It was spread out here overtwo lines to enhan
e readability.5.8 Report File RotationWhen stealth performs integrity s
ans it will append information to the report�le. This �le will therefore eventually grow to a large size, and the systemsmanager 
ontrolling stealth might want to rotate the report �le every on
e ina while (e.g., using a program like logrotate(1), also see the up
oming se
tion5.8.2). In order to ensure that no log-rotation takes pla
e while stealth isbusy performing integrity s
ans (thus modifying the report �le) the options �suppress and �resume were implemented. Both options require the pro
ess-ID�le of 
urrently a
tive stealth pro
ess as their argument.For example, if a stealth pro
ess was on
e started using the 
ommand39



stealth -q --keep-alive /var/run/stealth.small --repeat 900 \/var/stealth/poli
ies/small.polthen the �suppress and �resume 
ommands for this pro
ess should be formu-lated as:stealth --suppress /var/run/stealth.smallstealth --resume /var/run/stealth.smallThe stealth pro
ess identi�ed in the �les provided as arguments to the �suppressand �resume options is 
alled the targeted stealth pro
ess below.The �suppress option has the following e�e
t:
• If the targeted stealth pro
ess is 
urrently pro
essing its poli
y �le, per-forming a (new) integrity s
an, then the 
urrently exe
uting poli
y �le
ommand is 
ompleted, whereafter further 
ommands are ignored, ex
eptfor �resume (see below) and �terminate.
• Any s
heduled integrity s
ans following the �suppress 
ommand are ig-nored for the targeted stealth pro
ess;
• The targeted stealth pro
ess will write a message that it is being sup-pressed to the report �le and will then pro
ess the report �le as usual;
• The targeted stealth pro
ess relinquishes its 
ontrol over the report �le;
• The 
ommand `stealth �suppress pidfile' terminates.Now that the report �le will no longer be a�e
ted by the targeted stealthpro
ess, log-rotation may take pla
e. E.g., a program like logrotate(1) allowsits users to spe
ify a 
ommand or s
ript just before log-rotation takes pla
e, and`stealth �suppress pidfile' 
ould be spe
i�ed ni
ely in su
h a pre-rotationse
tion.The �resume option has the following e�e
t:
• The targeted stealth pro
ess resumes its a
tivities by performing anotherintegrity s
an. Thus, �resume implies �rerun.
• Any s
heduled integrity s
ans following the �resume 
ommand are againhonored by the targeted stealth pro
ess, following the 
ompletion of the�resume 
ommand.
• The 
ommand `stealth �resume pidfile' terminates.40



Note that, on
e �suppress has been issued, all 
ommands ex
ept �resume and�terminate are ignored by the targeted stealth pro
ess. While suppressed, the�terminate 
ommand is a
knowledged as a `emergen
y exit' whi
h may or maynot interfere with, e.g., an ongoing log-rotation pro
ess. The targeted stealthpro
ess should not normally be terminated while it is in its suppressed mode.The normal way to terminate a stealth pro
ess running in the ba
kground is:
• Wait for the targeted stealth pro
ess to 
omplete a series of integritys
ans;
• Issue the `stealth �terminate pidfile' 
ommand.5.8.1 Status �le 
leanupWhenever stealth is run and it en
ounters a modi�ed situation the alreadyexisting status �le that is used to summarize that parti
ular situation is savedand a new status �le is 
reated. Eventually, this will result in many status �les.While report �les 
an be rotated, it is pointless to rotate old status �les, sin
ethey never are modi�ed. Instead status �les ex
eeding a 
ertain age 
ould be re-moved and more re
ent �les might be zipped to 
onserve spa
e. In stealth's bi-nary distribution the �le /usr/share/do
/stealth/usr/sbin/stealth
leanupis provided whi
h 
an be used to perform this 
leanup. The s
ript expe
ts oneargument: a resour
e �le de�ning the following shell variables:
• dire
tories: the dire
tories below whi
h the status �les are found;
• gzdays: the number of days a status �le must exist before it is 
ompressedusing gzip(1);
• rmdays: the maximum age (in days) of 
ompressed status �les. Filesex
eeding this age are removed using rm(1).Here is the stealth
leanup s
ript as it is found in the binary distribution's/usr/share/do
/stealth/usr/sbin dire
tory:#!/bin/bashusage(){ e
ho "Usage: $0 r
-fileWhere:r
-file: resour
e file defining:\`dire
tories' - one or more dire
tories 
ontaining status files\`gzdays' - number of days status files may exist before theyare 
ompressed\`rmdays' - number of days gzipped status files may existbefore they are removed.41



" exit 1}error(){ e
ho "$*" >&2exit 1}[ $# == 1 ℄ || usage# now sour
e the 
onfiguration file. $1for x in $dire
toriesdo 
d $x || error "\`$x' must be a dire
tory"/usr/bin/find ./ -mtime +$rmdays -type f -regex '.*[0-9℄+-[0-9℄+\.gz' \-exe
 /bin/rm {} \;/usr/bin/find ./ -mtime +$gzdays -type f -regex '.*[0-9℄+-[0-9℄+' \-exe
 /bin/gzip {} \;doneexit 0
Assuming that the status �les are written in /var/stealth/target/lo
al and/var/stealth/target/remote; that status �le should be 
ompressed whenolder than 2 days and removed after 30 days, the resour
e �le is:dire
tories="/var/stealth/target/lo
al/var/stealth/target/remote"rmdays=30gzdays=3Furthermore assuming that the resour
e�le is installed in /et
/stealth/
leanup.r
and the stealth
leanup s
ript itself in /usr/sbin/stealth
leanup, the stealth
leanups
ript 
ould be 
alled as follows: 42



/usr/sbin/stealth
leanup /et
/stealth/
leanup.r
Note that stealth
leanup may be 
alled whether or not there are a
tivestealth pro
esses, as stealth does not use status �les anymore on
e they havebeen written.5.8.2 Using `logrotate' to 
ontrol report- and status �lesA program like logrotate(1) allows its users to spe
ify a 
ommand or s
riptimmediately following log-rotation, and `stealth �resume pidfile' 
ould bespe
i�ed ni
ely in su
h a post-rotation se
tion.Here is an example of a spe
i�
ation that 
an be used with logrotate(1). Logro-tate (on Debian systems) keeps its 
on�guration �les in /et
/logrotate.d, andassuming there is a host target, whose report �le is /var/stealth/target/report,the required logrotate(1) spe
i�
ation �le (e.g., /et
/logrotate.d/target
ould be:/var/stealth/target/report {weeklyrotate 12
ompressmissingokprerotate/usr/sbin/stealth --suppress /var/run/stealth.targetends
riptpostrotate/usr/sbin/stealth --resume /var/run/stealth.targetends
ript}Using this spe
i�
ation �le, logrotate(1) will
• Perform weekly rotations of the report �le;
• Keep up to 12 rotated �les, 
ompressing them using gzip(1);
• Before rotating the report �le, stealth's a
tions are suppressed;
• Following the rotation, stealth's a
tions are resumedNote thet stealth �resume xxx will always start with another �le integritys
an.
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Chapter 6Ki
k starting `stealth'
Here are the steps to take to ki
k-start stealth

• Install the stealth Debian pa
kage stealth_1.47.2_i386.deb and thusa

ept the provided binary program (skipping the next three steps) or donot a

ept the provided binary, and 
ompile stealth yourself, as per thefollowing steps:
• Unpa
k stealth_1.47.2.tar.gz: tar xzvf tealth_1.47.2.tar.gz
• 
d stealth
• Inspe
t the values of the variables in the �le INSTALL.
f Modify thesevalues when ne
essary.
• Make sure the bob
at library has been installed. (http://bob
at.sour
eforge.net)
• Run `./make/program' to 
ompile stealth. Note: it's not `make program'
• Run (probably as root) `./make/install' to install. Note: it's not `makeinstall'Following the installation nothing in the stealth dire
tory tree is required forstealth's proper fun
tioning, so 
onsider removing it.Compiling stealth assumes that g++ version 3.3 (or higher) is available. If not:install it �rst.Next, do:
• 
p stealthmail /usr/lo
al/sbin
• mkdir /root/stealth
• 
p lo
al.pol /root/stealth 44



ssh and sh should be available. root�lo
alhost should be able to login atlo
alhost using ssh root�lo
alhost, using the /bin/bash or /bin/sh shell.Che
k (as `root') at leastssh root�lo
alhostas this might ask you for a 
on�rmation that you've got the 
orre
t host. Now,run stealth /root/stealth/lo
alhost.polto initialize the stealth-report �les for lo
alhost. This will initialize the reportfor:
• all root setuid/setgid exe
utable �les on lo
alhost,
• and for all �les under /et
/ on lo
alhost.The mail-report is written on /tmp/stealth-1.47.2.mailNow 
hange or add or remove one of these �les, and rerun stealth. The �le/tmp/stealth-1.47.2.mail should re�e
t these 
hanges.
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Chapter 7Usage info
When stealth is started without arguments, it provides some help about howto start it. A message like the following is produ
ed:stealth by Frank B. Brokken (f.b.brokken�rug.nl)stealth V1.47.2SSH-based Trust Enhan
ement A
quired through a Lo
ally Trusted HostCopyright (
) GPL 2005-2008Usage 1:stealth options poli
yWhere:options: (long options between parentheses) sele
t from:-
: (--parse-
onfig-file) pro
ess the 
onfig file,no further a
tion, report the results to std output.-d: (--debug) write debug messages to std error-e: (--e
ho-
ommands) e
ho 
ommands to std error when theyare pro
essed (implied by -d)-i <interval>[m℄: (--random-interval) start the s
an between now anda random interval of interval se
onds, or minutes if an `m' isappended to the spe
ified interval.Requires --repeat and --keep-alive.-n: (--no-
hild-pro
esses) no 
hild pro
esses areexe
uted: 
hild a
tions are faked to be OK.-o: (--only-stdout) s
an report is written to stdout. No mail is sent.-q: (--quiet) suppress progress messages to stderr.-r <nr>: (--run-
ommand) only run 
ommand <nr> (natural number).-v: (--version): display version information (and exit).--keep-alive pidfile: keep running as a daemon, wake up at interrupts.--max-size <size>[BKMG℄: files retrieved by GET may at mosthave <size> bytes (B), Kbytes (K), Mbytes (M), Gbytes (G)default: 10M, default spe
. unit: B46



--repeat <se
onds>: keep running as a daemon, wake up atinterrupts. or after <se
onds> se
onds.Requires --keep-alive.--usage: provide this help (and exit)--help: provide this help (and exit)poli
y: path to the poli
yfileUsage 2:stealth [--rerun|--resume|--suppress|--terminate℄ pidfileWhere:--rerun: restart a stealth integrity s
an--resume: resume stealth following --suppress--suppress: suppress stealth a
tivities--terminate: terminate stealthpidfile: file 
ontaining the pid of the stealth pro
ess to rerun orterminate.Note that with the se
ond type of usage the poli
y �le is not required: here onlythe pidfile must be spe
i�ed.
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Chapter 8Errormessages
/bin/sh: no output from /usr/bin/diff ...the a
tual program names appearing here 
ould 
hange due to yourlo
al 
on�guration. The defaults are shown. This indi
ates that the/usr/bin/diff program 
ould not be a
tivated on the 
ontroller.Che
k the 
orre
tness of both the shell program (/bin/sh) and thedi� program (/usr/bin/diff): Do they exist? Have their pathsbeen spe
�ed well? Note that �lenames passed to diff might notexist anymore when the program terminates. This should not be the
ause of the error.Can't 
hdir to `path'the dire
tory path 
ould not be 
reated/used. This may be a permis-sion problem. Che
k the permissions of path if path does a
tuallyexist. The problem may be in a path 
omponent, not ne
essarily inthe last element of the path.Can't open /dev/nullThis message may be generated by a 
hild-pro
ess: sh, ssh or diff.It is generated when the 
hild pro
ess 
ould not redire
t its standarderror messages to the standard error stream. If it appears then thereis probably something in
orre
t in your /dev/ dire
tory: 
he
k theavailability of /dev/null, 
he
k if you 
an 
opy a �le to /dev/null.Can't open ... to writeThis message may be generated when the mentioned log-�le 
ouldnot be written to. Che
k the permissions of the �le, 
he
k if thepath to the �le exists. The problem may be in a path 
omponent,not ne
essarily in the last element of the path or in the �le itself.48



Can't read ...the mentioned �le 
ould not be read. Che
k if the �le exists, and ifyou have read permissions for it.Config line `...' invalidThe mentioned line of the spe
i�ed poli
y �le was ill-formed. Che
kthe line's 
ontents against the des
ription of the poli
y �le.ConfigSorter file pro
essedIn this 
ase, the -
 option has been given. When -
 was provided,stealth stops after having pro
essed the 
on�guration �le.Corrupt line in poli
y file: ...The apparently 
orrupted line is shown. The line is 
orrupted ifthe line 
ould not be split into an initial word and its remainder.Normally this should not happen. As the line is mentioned, themessage itself should assist you in your repairs.Inserting 
ommand `...' failed.the mentioned 
ommand 
ould not be sent to a 
hild-pro
ess (sh orssh). Che
k the availability of the ssh 
onne
tion to the 
lient. The
ommand itself might also be una

eptable.Invalid interval for -i.The -i �ag was given an invalid (too large or negative) argument.Non-zero exit value for `...'A lo
al 
ommand (not using the CHECK keyword), returned with anon-zero exit. This will terminate further pro
essing of the poli
y�le. Inspe
t and/or rerun the 
ommand `by hand' to �nd indi
ationsabout what went wrong. The report �le or the standard error streammay also 
ontain additional information about the reason of thefailure.Unable to 
reate the logfile `...'the mentioned log �le 
ould not be 
reated. Che
k the permissionsof the �le, 
he
k if the path to the �le exists. The problem may bein a path 
omponent, not ne
essarily in the last element of the pathor in the �le itself. 49



USE SSH ... entry missing in the 
onfiguration filethere is no default for the USE SSH spe
i�
ation in the poli
y �le.The spe
i�
ation 
ould not be found. Provide a spe
i�
ation like:USE SSH ssh -q root�lo
alhost
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